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Abstract

Burstinessin datatraffic is emeging as a critical propertythat
protocol analysiscanno longerignore. To presere the kind of

burstines®r scalingphenomenabseredin aggrgatedT CPtraf-

fic, we develop a behaioral modelthat capturesTCP’s window-

basedand closed-loopcontrol. Througha novel modelingtech-
nigue— exhaustivestateexploration, we systematicallyexamine
eachTCP statesover a restrictedrangeof connectionlengthand
paclet loss. This restrictedrangecoversthe TCP behaior most
commonto web exchanges.When connectionsstepoutsidethis
rangewe presere simulationaccurag by taking an abstaction
fault andchangingto amoredetailedmodel.By countingpaclets
with interarrival timesfalling into certaincritical intervals— round
trip time (RTT) or retransmissiotimeout (RTO), we areableto

createfinite stateautomaton(FSA) with statesandtransitionsin-

dicatingroundsof back-to-baclpaclet transmissionsWe demon-
stratethatanFSA approximatiorof TCP canproducdight-weight
simulationmodelsof TCPsuitablefor backgroundraffic, andthat
thesemodelsaccuratelyreproduceanultifractalscalingbehaior in

IP network traffic.

1 INTRODUCTION

Simulationhasbecomea necessaryool to studynetworking pro-

tocolsat large scale. Testbedof 1000sof nodesare not feasible
for generaluse. Simulationstudiesoften considera new protocol

(transporprotocol,queueinglicipline, etc.) by studinga few new

flows in the contet of backgroundraffic. Simulationof back-
groundtraffic is difficult for several reasons:it mustaccurately
modelburstinessnherrentn Internettraffic, it mustsimulatelarge

numbersof theconnectionsandit mustbeefficientto modelweb

traffic, the currentdominateuseof the Internet.

Correctlymodelingburstinessn datatraffic is critical to reach-
ing appropriateconclusions. For example, studiesof RED [12]
have reachedrery differentresultsin differentsimulation[12] and
emulationstudieq5]. A key differencen thesestudiess thelevel
of burstinessn the simulatedraffic.

A promisingsolutionto captureburstinesss the structuralap-
proachto traffic modeling[9], closelymodelinghow traffic is cre-
atedin a real network. Two mechanismsre crucial to capture
Internetbehaior over awide rangeof time-scales:

1. Userlevel property — exponentialweb sessionarrival and
heary-tailed sessionduration contritute to the persistent
burstinessobsered throughoutlarge time scales. l.e., self-
similarity atlarge scales.

2. Network mechanism— TCP’s closed-loop control and
window-basedransmissiorhave stronginfluenceto the un-
usualburstinessn mediumandsmalltime scales.l.e., pe-
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riodicity atround-trip-timescaleandmultifractality at small
scales.

A problememplging this approacho traffic modelingis the state
cost. A simulationof a 400-usendSP network requires1000sof
randomvaraiblesfor theusetlevel propertyand100,0000f TCP
connectiongo capturethe network mechanismsEvenwith paral-
lel simulationtechniqguesmemoryefficiceng is oftenthecritical
bottleneckassimulationsizesgrow.

Finally, simulationmodelsmustcorrectlymodelcurrentinter
nettraffic. TCPis thedominanttransportprotocolon the Internet
(95% of bytes,90% of paclets, 80% of flows [6, 29]), andweb
traffic (HTTP) typically accountdfor the majority of TCP traffic
(often60-80%worth). Althoughthe steady-statbehaior of long
lived TCP flows hasbeencarefully studiedand modeledanalyti-
cally (beginning with Floyd [10], see[15] Section2 for details),
thesestudiesdo not modelshortflows. While long-livedflows ac-
countfor the majority of bytessentonthelnternet,themajority of
flows areshort. Several studies[29, 7] reportedthatflow or web
documentsizesexhibit a powver-law distribution with averageof
15-30pacletsor 5-10kilobytes. FurthermoreTCPis atits most
aggressie whenstartingup (duringits initial slow-startphase)so
carefullymodelingthis periodis critical to capturingthe network
mechanismshatcontritute to the small-time-scaldehaior.

The key contritution of our work is a new approachto effi-
ciently modeling short TCP connectionsfor backgroundtraffic.
We accomplistthis by taking adwantageof heavy-tailed natureof
Internettraffic andrepresentinghortconnectionsery efficently
while representingong connectionsvith moredetail. Sincema-
jority of flows areshort,this approachgreatlyreducessimulation
memoryrequirementsWe efficiently represenshortconnections
with a Finite-StateAutomota(FSA) thatmodels.

We generatehis FSAmodelwith anovel techniquesimulator
assistedxhaustivestateanaysis We usea simulatorto investigate
all possiblecase®f sggmentlossfor agivenamouniof data.From
this explorationwe constructa FSA thatapproximate§ CP con-
gestioncontrol behaior. Hand generatiorof this FSA from the
TCP specificatioror animplementatiorwould be extremelyerror
prone. We thereforeusea simulatorto automaticallyenumerate
thestatespaceandaredevelopingsoftwareto fully automatéd=-SA
construction.

Our approachrequiresthree assumptionsof TCP behaior.
First, we assumethat most short TCP flows can be modeledas
roundsof several back-to-backpaclets separatedy a delay of
aboutone round-trip time [13] (or longer delaysin the caseof
error). Secondpaclet lossesareindependenandidentically dis-
tributed (as opposedo burstlosses).We validatetheseassump-
tionsby comparingour FSAmodelto detailedsimulationsof TCP
in Section4.6. Third, our currentmodelsonly considerat most
oneloss per flow, an appropriateassumptiorfor shortflows and
relatively low lossrates(5%). We detectwhen this assumption



will beviolated(whenasecondosswill occurs)andreplaceour

FSA TCP with anequialentfully detailedTCR i.e., throughan

abstractionfault, thuspreservingsimulationaccurag. We exam-

ine this third assumptionn Section4.2,andnotethatwe areable

to correctfor it when applying our FSA modelto background-
traffic simulations.

2 RELATED WORK

Our work builds on threeareasof prior work: the approachof
exhaustve stateanalysisbasedon protocolanalysisthroughstate
exploration(in general)andanalysisof short TCP transfers.Our
generall CPbehaior analysidgs relatedto work in modelingTCP
start-upbehaior. Our applicationsof the FSA modelto simula-
tion arerelatedto work in simulationabstraction.

Protocol analysis through state exploration: Finite-state
graphsareoneof severaltoolsthathave beenusedto understand
protocol behavior, correctnessand performance. Traditionally
the primaryapplicationof FSA protocolapproximationdiasbeen
proving protocolcorrectnesgfor example,[20, 14]). A common
problemin thiswork is controllingthesizeof thestatespacevhich
mustbe consideredTypical approacheareto make assumptions
to constrainthe problemor to emplogy techniquego mege states
wherepossible(for example,[21]). Our work usesboth of these
techniquedo limit statespace,andit emplo/s simulatordriven
FSA constructionto minimize chanceof constructionerror and
mitigatethe costof a large statespace.Furthermorepunlike most
prior work with large-FSArepresentationsye arefocusedon per
formanceanalysisand approximationrather than evaluation of
correctness.

Analysis of TCP steady-stateperformance: Therehasbeena
significantamountof work on characterizingteady-statbeha-
ior of TCP. As earlyas 1991, Floyd presented simple heuris-
tic analysisto predict TCP performanceavith multiple congested
routers[10]. Ott, Kempermanand Mathis completeda formal
analytical study of TCP window size behaior [24], and Lak-
shmanand Madhav [19] proposeda more elaboratemodel for
TCP assuminghigh delay-bandwidttproductandrandomlosses.
Mathisetal. [22] andLakshmaretal. [19] independenthderived
similar closed-formequationgto approximatel CP bandwidthin
the steadystateassumingsporadidossegwithout retransmission
timeout),

More recently Padhyeet al. [25] solved the probability of
paclet losseghatwill incur retransmissiotimeoutsanddelayed
acknavledgementsTheir modelwasshavn to predictbandwidth
of long TCP connectiongeasonablyvell, andaddsconsideration
of themaximalwindow sizeandtimeoutinterval to theabove sim-
plerequation.

Commonto theseefforts is a focuson steady-statbehaior of
TCPwith infinitely long connectionsTheseapproximationdhiave
beensuggestedor useasacceptabldoundson congestiorncon-
trol (first by Floyd [11], andin recentproposalq27, 26]). Stud-
ies of actuallnternettraffic suggestshat, althoughlong connec-
tions accountfor much of the bandwidth, most connectionsare
quite short. More precisely the distribution of connectiorlength
is heavy-tailed with fairly smallaveragearound15-30pacletsor
5-10kilobytes[29, 7]. The key differencebetweenthe related
work we considernext and our work is an examinationof these
shortflows.

Analysis of TCP-slow-start performance: Two efforts have
focusedon analysisof short TCP connections. Heidemannet

al. [13] modeledshortTCP connectiongslow-startphaseassum-
ing nolossto compareseveral alternatve request/respongaoto-
cols. Cardwellet al. build uponthis work by combiningit with
steadystatemodels[25] to derive closed-formsolutionsfor short
andlong connectionsn the faceof loss. They modelconnection
establishmentime (includinglossof theSYN), thenumberof sey-
mentssentin slow startandtheamountof time spentin slow start
asa function of initial window size slow-startwindow increase
rate.

As in both of theseefforts, we model TCP asroundsof back-
to-backsggmentsbeginningwhenthefirst is sentout andending
whenit is acknavledged.Unlike [13], we considerpossibility of
paclet loss. Unlike Cardwellet al., we usethe techniqueof ex-
haustve stateanalysis. Thuswe canmoreaccuratelymodelnon-
linear slow-startratesthatthey approximatewith an exponential.
In addition, we shav how our approachcan easily be apply to
efficient simulationwhich approximatelr CPtraffic.

Simulation abstraction: Very large simulationsrequiretheuse
of abstractioneliminatingdetailsfrom the simulationthatdo not
affectthe outcome A widely usedexampleof abstractioris treat-
ing Ethernetasa10Mb/s"pipe” ratherthanmodelingthedetailsof
MAC-level contentionandretransmissionAhn and Danzig pro-
posedbaclet-level abstractionn flowsim[2]; ratherthansimulat-
ing eachpacletin aflow, they treatthemasgroupsof back-to-back
paclets. Inspiredby this work and[13] we usethis approacho
condensingl CP run-timestate. Although we currentlyrepresent
individual segmentsseparatelywhile in-flight, adoptingAhn and
Danzigs flow representatiomould improve run-timein addition
to memoryconsumption Anotherpromisingproposalis to simu-
late TCPasa setof differentialequationg23]. While this method
takesinto accountsomedegreeof traffic dynamicsbut doesnot
work asaccuratelywhensimulatedraffic is highly bursty.

3 MODELING TCP

Approachego flow andcongestiorcontrolarecentralto ary net-
work transportprotocol. Thesealgorithmscontrol howv quickly

datapacletsareinjectedinto networks. Open-loopprotocolsin-

jectpacletsinto the network without regardto the network or re-

ceiver; closed-loopprotocolsreactto signalsfrom the network or

the recever concerningcongestioror buffer allocation. Closed-
loop protocolsemplo/ing end-to-endcongestiorcontrol (suchas
TCP)arecritical to the succes®f the Internetbecausehey adapt
to congestiorj11].

Ourgoalisto capturethekey aspect®f TCP’sclosed-loogon-
gestioncontrolmechanisnj17] well enoughto accuratelymodel
TCR Ideally our modelwould reproducewell enoughaggreated
TCP traffic thatit would be indistinguishablgrom that of fully
detailedTCP acrossa wide rangeof timescaleg9, 8].

This sectionbriefly summarizesTCP congestioncontrol and
describeshov we model TCP as several roundsof back-to-back
pacletsseparatedby a delayof aboutoneround-triptime (based
on[13]). Wethendescribenhow we usesimulatedversionsof TCP
to populatethis modelover the region we consider

3.1 KeyTCP Algorithms and Timescales

Behavior of shortTCP connectionss governedby TCP’s conges-
tion control algorithms[17] anddelayedacknavledgementg3].
Specifically TCP is ACK-clodked—nen TCP segmentsare sent
only in responséo acknavledgementsrom therecever, andthe
numberof new sggmentsintroducedis limited by the congestion
window, orcwnd Duringslow start,cwndis increasedby oneseg-
mentfor eachACK receved. Slow startexits whentheamountof
dataspecifiedby the slow-startthreshold or ssthesh is sentor a
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segmentis lost. Accordingto the delayedacknavliedgementule,
clients sendACKs wheneer two full sggmentsare receved, or
whenatimer expires.

If sggmentsarelost, TCPwill detecthatfactandrecoverin two
ways. First, fastretransmit[18, 28] is an optimizationto quickly
recover from a singleloss. If the recever detectsa missingsey-
ment, it begins sendingACKs for eachsegmentreceved. The
sendeinterpretshesethreeconsecutie ACKs asalosssignalfor
thatmissingpaclet andimmediatelyresendst. Secondif fastre-
transmitis not possible the sendereventuallywill time out (after
RTO, the retransmittime-out delay) and resendthe unacknavl-
edgedsggment.

We can obsere TCP’s behaior at multiple timescales at
the coarsesgranularity(seconds)sersinitiate new connections.
Slow-start, fast-retransmitand timeoutsall occurat frequencies
proportionalto the round-triptime betweensenderandrecever.
Finally, ACK-clocking operatesat a very fine timescaleon the
order of paclet-transmissiortimes. Becauseof thesemultiple
time-scales)nternettraffic exhibits a comple, multi-fractal be-
havior [9]. Any attemptto model TCP must capturethis rich-
ness. Experiencewith other protocolsthat attemptto reproduce
TCP behaior (RAP’s rate-based@pproacH27]) demonstratéhat
modelingcoarse-grained CP behaior canreproducevery TCP
liketraffic, butlack of fine-grainadjustments noticeabldn traffic
statistics.

3.2 Deriving a Simple FSA

We approximateT CP with a simple modelwith the goal of the
reproducingmedium-and coarse-granularity CP behaior. We
modelthe effect of TCP’s slow-start,fastretransmitandtimeout
mechanismsbut without directly reproducingthosealgorithms.
We will shav later that we canaccuratelyreproduceaggreated
TCPtraffic acrossa very wide rangeof timescalesbut we do not
expect(or claim) to reproducevery fine-grained ACK-clock-like
effects.

The left portion of Figure 1 shavs a typical TCP connection
for a web request. After connectionsetup,the requestis sent,
and datareturnsthe web client. Gavernedby TCP’s slow-start
algorithm, datais sentin a seriesof rounds Eachbegins with
the transmissiorof a dataseggmentand endswith the receiptof
an acknavledgemenfor that sgment. Whenmultiple segments
arein flight, multiple ACKs will be returned;we assumehese
transmissionsverlap.

We have modeledreceversbothwith andwithout delayedac-
knowledgementsWhenarecever implementsdelayedACKs we

currentlygeneratehe ACK for thefirst datasggmentimmediately
In realimplementationshis segmentwill betimer drivenwith an
effectively randomdelayof 1-500msaveragingl00msfor typical
implementations.

We mapthis modelto a statemachinein two steps.First, con-
siderthe centerpart of Figure 1. The numberin eachstatein-
dicatesthe sequencenumberof segmentsent. Shortarcs(in the
grey ovals) indicatedelay of a paclet-transmissiorime; longer
horizontalarcsindicatea delayof abouta round-tripcorrespond-
ing to a wait for the returnof an acknavledgement.The top row
of statesin the centerstatediagramcaptureshe losslessbeha-
ior seenin the paclet exchangeat theleft partof thefigure. (The
top-left stateis transmissiorof onesegment,an RTT delay two
se@gmentsin state? and3, andsoon.)

To modelthe effectsof paclet losswe expandthis FSA down-
ward. Pacletlossaffectsboththedelayuntil sendinghenext seg-
mentandhow mary sggmentsaresentin thenext round. A paclet
loss cantrigger either a timeout or a fast retransmit—weshav
timeoutswith thick, dowvnwardlinesandfastretransmitswith thin
downward lines, both labeledwith the digit of the lost sggment.
The new statecorrespondgo retransmissiorof the lost sggment
and(if possible)additionalseggments.ThecenterFSA of Figurel
shaws thatif sgment1l is lost, the TCP connectionwill wait for
aretransmissionimeoutandthenre-sendhis sggment. Alterna-
tively, if sgment3islost, TCPsendd4wo moresggmentsandthen
timesout on themissingsegment3.

This modelproducesa completebut verboseFSA. To simplify
this statemachinewe groupseriesof pacletsthataresentcloseto-
gether(back-to-backandrepresenbnly timeoutsandround-trip
delayswith arcs.ThecenterFSA of Figurel groupstheserounds
with grey circles.Ontheright we representhe sameinformation,
but the numberin the circle representshe numberof segments
sentin thatround. Again bold arcsrepresena timeoutdelay and
now all non-boldarcsrepresenadelayof abouta round-triptime.
For stateshatrepresent roundwith multiple segmentsin flight,
therearemultiple dovnward transitions eachlabeledwith which
segmentin thatroundis lost. Positionin the FSA now represents
TCP’s congestiorwindow andslow-startthreshold.

Oneadditionaloptimizationwe employ is to meigestatesn the
graphwith identicalcongestiorwindows andslow-startthreshold.
Theright FSA of Figurel shaws this wherethe timeoutsfrom the
loss of the first paclet in eitherthe first or secondroundsboth
transitto a statewhereonesegmentis sent. This abstractioralso
allows certaindegreeof stateaggreationif differentlosspatterns



endupin astatewith samenumberof pacletsto send,congestion
window size,andslow-startthreshold.In the end,we geta more
manageablstatemachingtheright FSAin Figurel) thatcaptures
theessentiatlynamicsof a TCP connection.

3.3 Generating Complete FSAs

Manualgenerationof an FSA modelfrom the TCP specification
would bevery error prone. Furthermoretherearemary variants
of TCPthatonemightwishto consider Insteadwe conducta se-

riesof systematiexperimentdn a simulator For eachsizetrans-
mission,we producea traceof theflow (takenatthe sender).We

computepacletinterarrival times,andknowing the RTT andRTO,

back-calculateéhe correspondingart of the FSA. We systemati-
cally repeathis procedurdor eachpossiblesggmentwhich could

belost.

As an example of this procedure we constructeda network
of four nodes: bottlenecklink of 1.5Mb/s, 100msdelay with
two edgelinks of 5Mb/s and 2msdelay (204mstotal round trip
time). A tracecorrespondingo theleft partof Figure1 will shav
s@gmentsequencenumbefinterarrival time of 1/316.7ms,2/1.6,
3/220,4/1.6,5/1.6, 6. This sequencéndicatestransmissiorof 1
segmentfollowed by a round-tripdelay (plus an extra 100msde-
layedfrom thedelayedACK timer),then2 back-to-baclsegments
followedby around-tripdelay then3 back-to-baclsegmentsthat
translatesnto thetop row of the FSA. Whenwe repeathe exper
iment losing the third paclet we seethis sequence:1/316.7ms,
2/1.6,3/316.7,4/1.6,5/898.4,3. Again, we seel sggmentanda
round-tripanddelayed-ACK delay thentwo more segmentsfol-
lowed by anotherround-trip and delayed-ACK delay two more
segmentsanda timeoutuntil the lost sgmentis retranmitted.In
Figure 1 right this corresponddo startingin the top-left node,
moving right, then following the thin line down, thenthe thick
line down. As arule of thumbwe treatinterarrivalslessthan50%
asback-to-backandover 200%asretransmitsalthoughthis ap-
proachdoesnt distinguishdelayed-ACK timers. As canbe seen,
this approachliffersfrom typical simulation-basegrotocolstud-
ies that explore randomly chosenor specific configurationsand
oftenconsidernly statisticalsummaryof the behaior.

Using this approachwe have constructed=SA modelsof TCP
for Tahoeand Renosendersand recevers with and without de-
layed acknavledgements.We usedns-25s one-way TCP imple-
mentationandexploredthe statespacewith zeroandonelossper
flow out to transmission®f up to 31 segments. Figures2 and
3 in [15] shav the resulting FSA modelsfor thesefour combi-
nations. Thesefiguresare similar to the right part of Figure 1
(linesrepresenRTO or RTT delay numbersin circlesrepresent
hov mary segmentsare sentin that round, and dovnward lines
indicatethattheith segmentin thatroundwaslost). In addition,
thetwo-tuplesnearsomenodesindicatecwndandssthrestvalues
afteraloss.

Although generationof traceswas automatedanalysisof the
traceswas doneby hand. Automationof this processvould not
bedifficult andwould allow a deepeexplorationof thestatespace
andexplorationof otherTCPvariants.

We canreproducehe progressof a TCP connectiorby begin-
ning in the upperleft state(labeled1) and keepingtrack of the
numberof sggmentsremainingto be sent. If no segmentis lost
in theround,it movesto the stateon the right with label 2 after
delayof oneroundtrip time. If no pacletsarelost for the entire
connectionthe FSA TCP connectionwill move horizontally to
theright until all ssgmentshave beensent.However, if asegment
is droppedthe FSA TCP connectiorfollows the line dovnwards
thatcorrespondso thedroppedpaclet (first, secondpr nthin that

round).Fromthetwo-elementuples,we seethatRenoandTahoe
TCPadjusttheir slow-startthresholdn the samefashionwhereas
the two flavors of TCP decreasehe congestionwindow size in
slightly differentmanners.Whena paclet retransmissiomccurs
dueto duplicateacknavledgementsRenoTCP reducests con-
gestionwindow sizeto a half of the currentwindow size. Onthe
otherhand,TahoeTCPalwaysreducests congestiorwindow size
to one.

4 GENERATING BACKGROUND TRAF-
FIC FOR NETWORK SIMULA TIONS

Oneapplicationof our FSA modelof TCPis to provide a light-
weight approximationof TCP that can efficiently generatdarge
amountsof web-like backgroundraffic for usein network sim-
ulation. Our approachis to translatethe FSA modelinto an ab-
stractversionof TCP. We will shav that this approachcan sub-
stantiallyreducememoryconsumptiorin simulationswith mary
flows, while preservingsimulationaccurag acrossa large range
of timescales.

4.1 Constructing a Light-weight TCP Agent
We have implementedour FSA TCP agentin the ns-2 simula-
tor [4]. Oursimulatorimplementatiorof anFSA-drivenTCP pro-
tocol consistsof several parts. We directly implementthe states
in the FSA modelof TCP asa setof C++ datastructures.Each
active FSA TCP connectiormaintainsa pointerinto this FSA, in-
dicatingits positionin the statemachine the numberof segments
remainingto be sent,and an approximationof round-triptime.
The FSA TCP agentsendsregular pacletsinto the simulator;we
have madesomeoptimizationsto avoid memoryconsumptiorby
thesepaclets. Whenone of thesepacletsis dropped(becausea
routerqueueoverflows or paclet corruptionis simulated)the cor
responding-SA TCP agentis directly informed.
Oneimportantdifferencebetweenour simulatorimplementa-
tion of FSA andthe modelis how we handleviolations of the
model’s constraints.In the simulatorwe candetectviolation of
the constraintgfor example,asecondoacletis lostin aflow) and
generatean abstaction fault. To recover, we substitutea regular
(fully detailed)TCP agentfor the abstract-SA TCP agent. We
cannotregeneratell TCP state(for example,exact detailsof the
RTT estimation),but we can presere cwnd and ssthresh. This
ability to fall backonamoredetailedimplementatiorallows usto
getavery accuratesimulationof TCP behaior while limiting the
modelsize.

4.2 SingleLossPer Flow
Our currentimplementatiorof FSA TCP considersxpandingthe
statethroughonly onelossperflow. Thislimitation is becauseur
creationof the statemachines currentlyonly semi-automated.
Assumingi.i.d. paclet loss probability we can quantify the
probability of our modelbeingnot covering a given flow by sum-
ming all the pathsin the FSA which resultin crossingtwo (or
more)losspaths.This simplifiesto:

dlii-p) @

wherep is the probabilityasegmentig Ié)st andn is thenumber
of segmentsto send. (Intuitively, for eachpossiblelength, what
is the chancethat we losetwo andsendthe restcorrectly) This
equationis shavn graphicallyin Figure 2 for several errorrates.
This graphquantifieshow mary absractionfaults we expectto
take in simulation. Probability of modelfailure is quite low for
low lossrates(lessthan2%) over the rangewe considey but for
higherloss ratesand longer connectionsan accuratemodel will
requirehandlingatleasttwo lossegperflow.

P[modelinapplicability =
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4.3 Experimental Methodology

We evaluate FSA TCP performancgmemory consumptionand
run-time)andaccurag with a commonscenario.We usean ISP-
like topology(Figure?2) similar to thatusedfor prior scalinganal-
ysis by Feldmanret al [9]. To demonstratehe scalingproperty
of FSA TCP, we vary numberof TCP connectionsrom 10 web
sessionso 100web sessiongndeachsessiorcontainsabout200
TCP connections.TheseTCP connectionsrrive in Poissorran-
domdistributionandtheconnectiorsizesarePareto(heary-tailed)
with averagel0OKB and scalingfactor (alpha) 1.2. For the set
of FSA TCP simulations,we replaceTCP connectionghat are
shorteror equalto 31KB with FSA TCP andlet the otherlonger
connectionsun usingoriginal TCP implementation.All simula-
tionsrunin detaileddelivery modeandendafter 4200secondsf
simulationtime (slightly higherthananhour). We usea Pentiumil
450MHz machinewith 1GB physicalmemory running FreeBSD
3.0,andour modifiedversionof ns-2.1b5.

4.4 Simulation Performance

Figure4 evaluateghe memoryandtime performancef our FSA
TCP comparedo aregular (detailed)TCPin the simulator Each
pointin Figure4 is theresultof onesimulation.Becausehe sim-
ulationis deterministic repeatedunswith the samerandomseed
generatéhesameaesultsandwe donotshav confidencéntenals.
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The left plot in Figure4 shaws that FSA TCP improvesmemory
usagesignificantlycomparedo detailedTCRP. ThemoreTCPcon-
nectionshave to be createdthe more memoryFSA TCP saves.
This evaluationalso suggestghat TCP stateoverheadconsumes
themajority of memoryin simulationsnvolving mary 100sof si-
multaneousTCP connections FSA TCP abstractsway a great
dealof detailsandrequiresvery few statesessentiallya pointer
to the currentstatein thefinite stateautomataanda floating point
numberfor roundtrip time.

In theright plot in Figure4, we do not seesignificantimprove-
mentin run-time. This is becauseimulationtime is proportional
to the sizeof the eventscheduletist (unlessphysicalmemoryis
exceeded)which is determinedby the numberof eventsor pack-
etsscheduledat times. Currently our FSA TCP implementation
in ns-2generateshe exactamountof individual pacletsasindi-
catedin thefinite stateautomatadiagrams.Thus,the amountsof
eventsor paclets scheduledor detailedTCP andFSA TCP are
the same andsowe do not seemuchimprovementin simulation
run-time. An optimizationto FSA TCP that we are considering
is to represeneachroundof pacletswith arepresentaie paclet
event,assuggestedby Ahn andDanzig[2]. By avoiding schedul-
ing individual paclets, this approactwill substantiallyreducethe
sizeof theeventqueueandspeedup simulations.

4.5 Distortions in Individual Flows

A riskin usinganabstractions thatit mayintroducedistortionsor
inaccuraciesn the simulation. FSA TCP doesnotimplementthe
round-triptime estimationmechanisnfrom detailedTCP, andit
doesnot model ACK-clock triggeredspacingbetweenindividual
pacletsand ACKs. Thesecanresultin differencesn delayand
delay-relatednetrics.

To quantify the differences, we measurethe connection
throughputandthequeuingdelayfor eachpacletatthebottleneck
gueue For eachnumberof connectionsye runtwo identicalsim-
ulations. OneusesFSA TCP andthe otherusedetailedTCP. For
eachconnectionwe computethe differenceratio of throughput
andthe absolutedifferencein queuingdelay at bottleneck. The
left plot in Figure5 shavs thatFSA TCP throughputdiffersfrom
detailedTCP by about3%, andthatthis distortionis largely in-
sensitve to theamountof traffic. Theright plotin Figure5 shavs
that per paclet delay (at the bottleneck)FSA TCP differs from
detailed TCP by about10-20ms, or 5-14%in a network with
round-triptimesrangingfrom 140—-400ms. Theseresultssuggest
that FSA TCP might be usefulin generatingoackgroundraffic
wherecoarse-graimccurag (upto 100smsor perroundtrip time)
is required. However, we shouldavoid usingFSATCPwhencom-
paringTCPbehaior in fine-grain(belov 10msor perpaclet) time
scale.

1Optimizationsin the2.1b6releasef nsmaychangethis differencewe have not
yetevaluatedthis experimenton thatplatform.



4.6 Distortions in AggregateTraffic

Our maingoalin usingan FSA approximatiorto TCPin simula-
tion wasto simulatelargeamountf backgroundraffic in limited
resourcesTo evaluateits effectivenessn thisrole we mustunder
standhow the distortionsobsered in Section4.5 will appearin
aggr@atetraffic. We will shav thattheseeffectsdo not interact
(potentially magnifying eachother), but insteadare unnoticable
acrosanediumandlargetimescaleglongerthan10ms).

To evaluatethe scalingbehaior of aggrgateFSA TCP traffic
we employ wavelet-basednalysig8, 9]. In this sectionwe begin
with a succinctdescriptionof the wavelet analysisand ways to
interpretthe scalingplots generatedy the wavelet analysis. We
then compareaggr@ate FSA and detailed TCP traffic with this
tool.

4.6.1 Waveletanalysis

We usethewavelettransformof atime seriesto studyglobalscal-
ing propertiesin traffic. In particular we examinethe average
enepgy containedn eachscaleof the traceandexaminehow that
guantity changesas we move from coarserto finer scales. The
averageenepy atscalej is the averageof the sumof thesquared
waveletcoeficients|d; x|?; i.e.,

_ 1 2
Ej_ﬁjgld]’” 3

wherelN; is thenumberof coeficientsatscalej. To determinghe
globalscalingpropertyof thedata,we plotlog(E;) asafunction
of scalej, from coarsesto finestscales,and determinequalita-
tively over what rangeof scalesthereexists a linear relationship
betweenlog(E;) andscalej; thatis, over what rangeof time

scalesthereexists self-similar scaling (see[1] for more details).
Whenperiodicitiesat a particulartime scaleareaddedinto an ex-

actself-similartrace,a dip emepes;thatis, thereexists a higher
frequeng pacletinterarrival in thattime scale.lt is oftenwe ob-

sene a patternof linearrelationshipin largetime scalesanda dip

in roundtrip time scalewhenapplyingthis globalscalinganalysis
with live network traces[8, 9]. In Figure6, the scalej is onthe
bottomaxisandthe correspondingime (in seconds)s plottedon

thetop axisfor reference.

4.6.2 Applying waveletanalysisto FSA TCP

9 Werun our ISP-like scenariemplo/ing FSATCPwherepossi-
ble (whenconnectionsreshort). We obtain10 mstime serieshy
parsingpaclet tracescollectedatthebottlenecKink. After apply-
ing thewavelet-base@nalysisonthetime serieswe gettheglobal
scalingplotin Figure6. Thetwo lines,onefor detailedTCPtraf-
fic andthe otherfor FSA TCPtraffic, overlapthroughoutall time
scales. This shavs our FSA TCP works well in preservingself-
similarity and irregular small time scalebehaior in aggreated
traffic. ThissuggestshattheFSATCPabstractiorwill accurately
simulatebackgroundraffic attimescalesargerthan10ms.

Paclet-level datanetwork traffic is characterize@sself-similar
or fractal with non-trivial scalingbehaior at the fine timescales.
Feldmanretal. suggesthatthe causenon-trivial scalingbehaior
atsmalltime scaless TCP closed-loopcontrol [9]. Theintuition
behindthe effectivenessof FSA TCP at accuratelyreproducing
detailedbehaior is thatit captureghe medium-andcoarse-grain
effectsof TCP’s closed-loopcontrol,andthatwe areableto fault
outandreplaceconnectionshataretoo long or experiencemulti-
plelosseswith fully detailedrepresentations.
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Figure6: Comparisorof globalscalingof detailedandFSATCP,
(Two linesareshawn, plottednearlyon eachother)

5 CONCLUSION AND OUTLOOK

We have describedhow to generatea finite-stateautotomaton
representatiorof TCP basedon an abstractionof TCP paclet-
exchangebehaior. We have shavn how to build a abstract-SA
representatiorof TCP statefor generatiorof backgroundraffic
in simulation,and how to selectbetweenthe abstractand a de-
tailed model at run-time as necessaryo optimize both memory
andaccurag. We demonstratedhat FSA TCP simulationscan
accuratelyreproducethe sameresultsasa fully detailedsimula-
tion of backgroundtraffic. Theseresultssuggestthat the FSA
model can capturethe key TCP characteristicaat mediumand
largetimescalesandcanbe emplo/edwhereit is applicable.

Several areasof future work are apparent:We would like to
fully automateFSA creation. We have automatedracegenera-
tion of eachlossscenarioput analysisof thesetracescanalsobe
automated This would allow usto easilyexplore multiple-losses
perconnectionpurstlossesandthe detailsof how delayedACK
timers affect performance.We would alsolike to explore other
TCP variants. Comparingthe selectve acknavledgemengexten-
sionto TCP[16] with thesetoolswould beinteresting.Finally, in
Section4.4 we suggestedhatrun-timeperformanceof FSATCP
simulationscanbeimprovedby representingpack-to-baclpaclets
with asingleobject.We would lik e to explore this aswell.
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