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Abstract

Burstinessn datatraffic is emeging asa critical propertythat protocol analysisnowadayscanno longer
ignore.To preserethekind of burstinessor scalingphenomenabsenedin aggreyatedT CPtraffic, we develop
a behaioral model that capturesTCP’s window-basedand closed-loopcontrol. Througha novel modeling
technique— exhaustivestate exploration, we systematicallyexamineeachTCP statesover a restrictedrange
of connectionlength and paclet loss. This restrictedrangecoversthe TCP behaior most commonto web
exchanges.When connectionsstepoutsidethis range(becomingtoo long or taking more than oneloss) we
presere simulationaccurag by takinga abstmactionfault andchangingto a moredetailedmodel. By counting
pacletswith interarrival timesfalling into certaincritical intervals — roundtrip time (RTT) or retransmission
timeout(RTO), we areableto createfinite stateautomaton(FSA) with statesandtransitionsindicatingrounds
of back-to-baclpaclet transmissionsWe demonstratéhat an FSA approximationof TCP canproducelight-
weightsimulationmodelsof TCP suitablefor backgroundraffic, and that thesemodelsaccuratelyreproduce

multifractalscalingbehavior in IP network traffic.

1 Intr oduction

Simulationhasbecomea necessaryool to study networking protocolsat large scale. Testbedof 1000sof nodesare not
feasiblefor generaluse. Simulationstudiesoften considera new protocol (transportprotocol,queueingdicipline, etc.) by
studingafew new flowsin the context of backgroundraffic. Simulationof backgroundraffic is difficult for severalreasons:
it mustaccuratelymodelburstinessnherrentin Internettraffic, it mustsimulatelarge numbersof theconnectionsandit must

be efficientto modelwebtraffic, the currentdominateuseof the Internet.
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Correctly modeling burstinesin datatraffic is critical to reachingappropriateconclusions. For example, studiesof
RED [12] have reachedvery differentresultsin differentsimulation[12] and emulationstudies[7]. A key differencein
thesestudiess thelevel of burstinessn the simulatedraffic.

A recentpromisingapproacho captureburstinesss the structuralapproacho traffic modeling[11], closelymodeling
how traffic is createdin a real network. Two mechanismsre crucial to capturelnternetbehaior over a wide rangeof

time-scales:

1. Userlevel property— exponentialweb sessionmarrival and heary-tailed sessiondurationcontribute to the persistent

burstinesobsenedthroughoutargetime scales(self-similarity atlarge scales)

2. Network mechanism- TCP’s closed-loopontrolandwindow-basedransmissiomave stronginfluenceto theunusual

burstinessn mediumandsmalltime scales(periodicity at round-trip-timescaleandmultifractality at smallscales)

A problememploying this approachto traffic modelingis the statecost. A simulationof a 400-usel SP network requires
1000sof randomvaraiblesfor the userlevel propertyand100,000f TCP connectiongo capturethe network mechanisms.
Evenwith parallelsimulationtechniqguesmemoryefficiceng is oftenthecritical bottleneckassimulationsizesgrow.

Finally, simulationmodelsmustcorrectlymodelcurrentinternettraffic. TCP is the dominanttransportprotocolon the
Internet(95% of bytes,90% of paclets,80% of flows [8, 31]), andwebtraffic (HTTP) typically accountgfor the majority
of TCPtraffic (often 60-80%worth). Althoughthe steady-statbehavior of long lived TCP flows hasbeencarefully studied
and modeledanalytically (beginning with Floyd [13], seeSection2 for details),thesestudiesdo not model short flows.
While long-lived flows accountfor the majority of bytessenton the Internet, the majority of flows are short. Several
studieq8, 5, 22, 9] reportecthatflow or webdocumensizesexhibit a power-law distribution with averageof 15—-30paclets
or 5—-10kilobytes.FurthermoreT CPis atits mostaggressiewhenstartingup (duringits initial slow-startphase)socarefully
modelingthis periodis critical to capturingthe network mechanismshatcontributeto the small-time-scaldehaior.

Thekey contributionof ourwork is anew approacho efficiently modelingshortTCP connectiongor backgroundraffic.
We accomplishthis by taking advantageof heavy-tailed natureof Internettraffic andrepresentinghortconnectionsrery
efficently while representindong connectionswith more detail. Sincemajority of flows are short, this approachgreatly
reducessimulation memoryrequirements. We efficiently represensshort connectionswith a Finite-StateAutomotathat

models.



We generatahis FSA modelwith a novel technique:simulatorassistedexhaustivestateanaysis We usea simulator
to investigateall possiblecasesof segmentlossfor a given amountof data. From this explorationwe constructa finite-
stateautomaton(FSA) that approximatesT CP congestioncontrol behaior. Hand generationof this FSA from the TCP
specificatioror animplementatiorwould be extremelyerrorprone.We thereforeusea simulatorto automaticallyenumerate
the statespaceandaredevelopingsoftwareto fully automatd=SA construction.

Our approachrequiresthreeassumptionsf TCP behavior. First, we assumehat mostshortTCP flows canbe modeled
asroundsof severalback-to-baclpacletsseparatethy a delayof aboutoneround-triptime [15] (or longerdelaysin thecase
of error). Secondpaclet lossesareindependenandidentically distributed (asopposedo burstlosses).We validatethese
assumption®y comparingour FSA modelto detailedsimulationsof TCP in Section4.6. Third, our FSA modelsonly a
limited numberof losseswill occurin eachflow. Our currentmodelsonly considerat mostonelossperflow, anappropriate
assumptiorfor shortflows andrelatively low lossrates(5%). We detectwhenthis assumptiorwill be violated (whena
secondosswill occurs)andreplaceour FSA TCP with anequivalentfully detailedTCP throughanabstractionfault, thus
preservingsimulationaccurag. We examinethis third assumptionn Section4.2, andnotethatwe areableto correctfor it

whenapplyingour FSA modelto background-tréffc simulation.

2 RelatedWork

Our work builds on four areasof prior work: the approactof exhaustve stateanalysisbuilds on protocolanalysisthrough
stateexploration(in general)andanalysisof short TCP transfers.Our generalTCP behaior analysisis relatedto work in
modelingTCP steady-statbehaior andstart-upbehaior. Our applicationsof the FSA modelto simulationarerelatedto

work in simulationabstraction.

Protocolanalysisthr ough stateexploration:  Finite-stategraphsareoneof severaltoolsthathave beenusedto understand
protocolbehaior, correctnessandperformance Traditionally the primary applicationof FSA protocolapproximationsas
beenproving protocol correctnesgfor example,[21, 16]). A commonproblemin this work is controlling the size of the
statespacewhich mustbe considered.Typical approachesreto make assumptionsgo constrainthe problemor to employ
techniquedo mege stateswherepossible(for example,[23]). Our work usesboth of thesetechniquego limit statespace,

andit employs simulatordriven FSA constructionto minimize chanceof constructiorerrorandmitigatethe costof a large



statespace.Furthermoreunlike mostprior work with large-FSArepresentationaye arefocusedon performancenalysis

andapproximatiorratherthanevaluationof correctness.

Analysis of TCP steady-stateperformance: Therehasbeena significantamountof work on characterizingsteady-state
behavior of TCP. As earlyas1991,Floyd presented simple heuristicanalysisto predict TCP performancevith multiple
congestedouterg[13]. Ott, KempermanandMathiscompletedaformal analyticalstudyof TCPwindow sizebehavior [26],
andLakshmarandMadhaow [20] proposed moreelaboratanodelfor TCPassumindighdelay-bandwidtiproductandran-
domlossesMathisetal. [24] andLakshmaretal. [20] independentlyerivedsimilar closed-formequationdo approximate
TCPbandwidthin the steadystateassumingporadidossegwithout retransmissiotimeout),

More recently Padhyeet al. [27] solved the probability of paclket lossesthat will incur retransmissiotimeoutsand
delayedacknavledgements.Their modelwas shavn to predictbandwidthof long TCP connectionseasonablywell, and
addsconsideratiorof the maximalwindow sizeandtimeoutinterval to the above simplerequation.

Commonto theseefforts is a focus on steady-statéehaior of TCP with infinitely long connections.Theseapprox-
imationshave beensuggestedor useasacceptabléboundson congestioncontrol (first by Floyd [14], andin recentpro-
posals[29, 4, 32, 28]). Studiesof actualinternettraffic suggestghat, althoughlong connectionsaccountfor much of the
bandwidthmostconnectionarequite short. More preciselythedistribution of connectiorengthis heary-tailedwith fairly
small averagearound15-30pacletsor 5-10kilobytes|[8, 5, 22, 31, 9]. The key differencebetweenthe relatedwork we

considemext andour work is anexaminationof theseshortflows.

Analysis of TCP-slow-start performance: Two efforts have focusedon analysisof shortTCP connectionsHeidemanret
al. [15] modeledshortTCP connectiongslow-startphaseassumingio lossto compareseveral alternatve request/response
protocols.Cardwelletal. build uponthis work by combiningit with steadystatemodels[27] to derive closed-formsolutions
for shortandlong connectionsn the faceof loss. They modelconnectionestablishmentime (including lossof the SYN),
the numberof segmentssentin slow startandthe amountof time spentin slow startasa function of initial window size
slow-startwindow increaseate.

As in both of theseefforts, we model TCP asroundsof back-to-backsegmentsbeginningwhenthefirst is sentout and
endingwhenit is acknavledged. Unlike [15], we considerpossibility of paclet loss. Unlike Cardwell et al., we usethe

techniqueof exhaustve stateanalysis.Thuswe canmoreaccuratelynodelnon-linearslow-startratesthatthey approximate



with anexponential.In addition,we shav how our approactcaneasilybe applyto efficient simulationwhich approximate

TCPtraffic.

Simulation abstraction: Very large simulationsrequirethe useof abstraction:eliminating detailsfrom the simulation
that do not affect the outcome. A widely usedexampleof abstractioris treatingEthernetasa 10Mb/s“pipe” ratherthan
modelingthe detailsof MAC-level contentionandretransmission. Ahn and Danzig proposedpaclet-level abstractionsn

flowsim [2]; ratherthansimulatingeachpacletin aflow, they treatthemasgroupsof back-to-backpaclets. Inspiredby this
work and[15] we usethis approactto condensing CP run-timestate.Althoughwe currentlyrepresenindividual sggments
separatelywhile in-flight, adoptingAhn and Danzig’s flow representationvould improve run-timein additionto memory
consumptionAnotherpromisingproposais to simulateTCP asa setof differentialequationg25]. While this methodtakes

into accountsomedegreeof traffic dynamicsbut doesnotwork asaccuratelywhensimulatedtraffic is highly bursty.

3 Modeling TCP

Approachedo flow and congestioncontrol are centralto any network transportprotocol. Thesealgorithmscontrol how
quickly datapacletsareinjectedinto networks. Open-loopprotocolsinject pacletsinto the network without regardto the
network or recever; closed-loogprotocolsreactto signalsfrom the network or the recever concerningcongestioror buffer
allocation. Closed-loopprotocolsemploying end-to-enccongestiorcontrol (suchas TCP) arecritical to the succes®f the
Internetbecause¢hey adaptto congestiorj14].

Ourgoalis to capturethekey aspect®f TCP’s closed-loopzongestiorcontrolmechanisnjl8] well enoughto accurately
model TCR Ideally our modelwould reproducenell enoughaggreyatedT CP traffic thatit would beindistinguishabldrom
thatof fully detailedTCPacrossawide rangeof timescalegl1, 10].

This sectionbriefly summarizesI CP congestiorcontrol and describeshow we model TCP asseveral roundsof back-
to-backpacletsseparatedby a delayof aboutoneround-triptime (basedon [15]). We thendescribenow we usesimulated

versionsof TCPto populatethis modelovertheregion we consider



3.1 KeyTCP Algorithms and Timescales

Behavior of short TCP connectionds governedby TCP’s congestioncontrol algorithms[18] and delayedacknavledge-
ments[6]. Specifically TCPis ACK-clodked—newn TCP seggmentsaresentonly in responseo acknaviedgementérom the
recever, andthe numberof new sggmentsintroduceds limited by the congestiorwindow, or cwnd During slow start,cwnd
is increasedy onesegmentfor eachACK receved. Slow startexits whenthe amountof dataspecifiedby the slow-start
threshold or ssthesh is sentor a segmentis lost. Accordingto the delayedacknavledgementule, clients sendACKs
wheneertwo full sggmentsarereceved,or whenatimer expires.

If sggmentsarelost, TCPwill detectthatfactandrecoverin two ways. First, fastretransmit[19, 30] is anoptimization
to quickly recover from a singleloss. If the recever detectsa missingsegment,it begins sendingACKs for eachsggment
receved. Thesendeinterpretgshesethreeconsecutie ACKs asalosssignalfor thatmissingpacketandimmediatelyresends
it. Secondif fastretransmiis notpossiblethesendereventuallywill timeout (afterRTO, theretransmitime-outdelay)and
resendhe unacknavledgedsegment.

We canobsene TCP’s behaior at multiple timescales at the coarsesgranularity(seconds)sersinitiate new connec-
tions. Slow-start,fast-retransmiandtimeoutsall occuratfrequenciegroportionalto theround-triptime betweersenderand
recever. Finally, ACK-clockingoperatestaveryfine timescaleonthe orderof paclet-transmissiotimes. Becausef these
multiple time-scales|nternettraffic exhibits a complex, multi-fractal behaior [11]. Any attemptto model TCP mustcap-
turethis richness Experiencewith otherprotocolsthatattemptto reproducel CP behaiior (RAP’s rate-basedpproactj29])
demonstratéhatmodelingcoarse-graineiCPbehavior canreproducerery TCPlik etraffic, but lack of fine-grainadjustment

is noticeabldn traffic statistics.

3.2 Deriving a Simple FSA

We approximatel CP with a simplemodelwith the goal of the reproducingnedium-andcoarse-granularitf CP behavior.
We modelthe effect of TCP’s slow-start,fastretransmitandtimeoutmechanismshut withoutdirectly reproducinghoseal-
gorithms.We will shaw laterthatwe canaccuratelyreproduceaggreyatedT CPtraffic acrossaverywide rangeof timescales,
but we do not expect(or claim) to reproducevery fine-grained ACK-clock-like effects.

The left portion of Figure 1 shows a typical TCP connectionfor a web request.After connectionsetup,the requestis
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sent,anddatareturnsthewebclient. Governedby TCP’s slow-startalgorithm,datais sentin a seriesof rounds Eachbegins
with thetransmissiorof a datasggmentandendswith the receiptof anacknavledgemenftor thatsegment. Whenmultiple
segmentsarein flight, multiple ACKs will bereturnedwe assumehesetransmissionsverlap.

We have modeledrecevers both with and without delayedacknavledgements.When a recever implementsdelayed
ACKs we currentlygeneratehe ACK for thefirst datasegmentimmediately In realimplementationshis segmentwill be
timer drivenwith aneffectively randomdelayof 1-500msaveragingl00msfor typical implementations.

We mapthis modelto a statemachinein two steps.First, considerthe centerpartof Figure1. Thenumberin eachstate
indicatesthe sequenceumberof sggmentsent. Shortarcs(in the grey ovals) indicatedelayof a paclet-transmissiotime;
longerhorizontalarcsindicatea delayof abouta round-tripcorrespondingo a wait for the returnof anacknavliedgement.
Thetoprow of statesn the centerstatediagramcaptureghelosslesdehaior seenin the paclet exchangeattheleft partof
thefigure. (Thetop-left stateis transmissiorof onesggment,anRTT delay two seggmentsin states2 and3, andsoon.)

To modelthe effects of paclet losswe expandthis FSA downward. Packet loss affects both the delay until sending
the next sgmentand how mary segmentsare sentin the next round. A paclet losscantrigger eithera timeoutor a fast
retransmit—weshav timeoutswith thick, downwardlines andfastretransmitswith thin downward lines, both labeledwith
the digit of the lost sggment. The new statecorrespondso retransmissiorf the lost sgmentand (if possible)additional

segments. The centerFSA of Figurel shaws thatif segmentl is lost, the TCP connectionwill wait for a retransmission



timeoutandthenre-sendhis sggment. Alternatively, if sggment3 is lost, TCP sendgwo moresggmentsandthentimesout
onthemissingsegment3.

This modelproducesa completebut verbose=SA. To simplify this statemachinewe groupseriesof pacletsthataresent
closetogether(back-to-backandrepresenonly timeoutsandround-tripdelayswith arcs. ThecenterFSA of Figurel groups
theseroundswith grey circles. On the right we representhe sameinformation, but the numberin the circle representshe
numberof sggmentssentin thatround. Againbold arcsrepresenatimeoutdelay andnow all non-boldarcsrepresenadelay
of abouta round-triptime. For stateshatrepresenta roundwith multiple sgmentsin flight, thereare multiple downward
transitions,eachlabeledwith which segmentin thatroundis lost. Positionin the FSA now representd CP’s congestion
window andslow-startthreshold.

One additionaloptimizationwe employ is to meige statesin the graphwith identical congestiorwindows and slow-
startthreshold. The right FSA of Figure 1 shaws this wherethe timeoutsfrom the loss of the first paclet in either the
first or secondroundsbothtransitto a statewhereoneseymentis sent. This abstractioralsoallows certaindegreeof state
aggreationif differentlosspatternsendup in a statewith samenumberof pacletsto send,congestionwvindow size,and
slow-startthreshold. In the end, we get a more manageablstatemachine(the right FSA in Figure 1) that capturesthe

essentialynamicsof a TCP connection.

3.3 Generating Complete FSAs

Manualgeneratiorof an FSA modelfrom the TCP specificatiorwould be very error prone. Furthermorethereare mary
variantsof TCP thatonemight wish to consider Insteadwe conducta seriesof systematiexperimentsn a simulator For
eachsize transmissionwe producea trace of the flow (taken at the sender). We computepaclet interarrival times, and
knowing the RTT andRTO, back-calculatéhe correspondingpart of the FSA. We systematicallyrepeatthis procedureor
eachpossiblesggmentwhich couldbelost.

As anexampleof this procedurewe constructedh network of four nodes:bottlenecKink of 1.5Mb/s,100msdelay with
two edgelinks of 5Mb/s and 2msdelay (204mstotal roundtrip time). A tracecorrespondingo the left part of Figure 1
will shov sggmentsequenceaumbefinterarrival time of 1/316.7ms,2/1.6, 3/220,4/1.6,5/1.6, 6. This sequencéndicates

transmissiorof 1 segmentfollowedby a round-tripdelay(plus an extra 100msdelayedfrom the delayedACK timer), then



2 back-to-backsggmentsfollowed by a round-tripdelay then3 back-to-backsegments that translatesnto the top row of
the FSA. Whenwe repeatthe experimentlosing the third paclet we seethis sequence1/316.7ms,2/1.6, 3/316.7,4/1.6,
5/898.4,3. Again, we seel sggmentandaround-tripanddelayed-ACK delay thentwo moresegmentsfollowed by another
round-tripanddelayed-ACK delay two moresggmentsanda timeoutuntil the lost sggmentis retranmitted.In Figure3 this
correspondso startingin the top-left node,moving right, thenfollowing the thin line down, thenthe thick line down. As
arule of thumbwe treatinterarrivals lessthan50% asback-to-backandover 200%asretransmitsalthoughthis approach
doesnt distinguishdelayed-ACK timers. As canbeseenthis approactdiffersfrom typical simulation-basegrotocolstudies
thatexplore randomlychoseror specificconfigurationsandoftenconsideronly statisticalsummaryof the behaior.

Usingthis approactwe have constructed=SAmodelsof TCPfor TahoeandRenosenderandreceiverswith andwithout
delayedacknavledgementsWe usedns-2's one-way TCP implementatiorand exploredthe statespacewith zeroandone
loss per flow out to transmission®f up to 31 segments. Figures2 and 3 shawv the resultingFSA modelsfor thesefour
combinations.Thesefiguresaresimilar to theright partof Figure 1 (linesrepresenRTO or RTT delay numbersin circles
represenhow mary segmentsaresentin thatround,anddownwardlinesindicatethattheith sggmentin thatroundwaslost).
In addition,thetwo-tuplesnearsomenodesndicatecwndandssthrestvaluesafteraloss.

Althoughgeneratiorof tracesvasautomatedanalysisof thetracesvasdoneby hand.Automationof this processvould
not bedifficult andwould allow a deepeexplorationof the statespaceandexplorationof otherTCP variants.

We canreproducehe progressof a TCP connectionby beginning in the upperleft state(labeled1) andkeepingtrack
of the numberof segmentsremainingto be sent. If no segmentis lost in the round,it movesto the stateon the right with
label 2 after delay of oneroundtrip time. If no pacletsarelost for the entire connectionthe FSA TCP connectionwill
move horizontallyto theright until all ssgmentshave beensent.However, if a sggmentis droppedtheFSATCP connection
followstheline downwardsthatcorrespondso thedroppedoaclet (first, secondpr nthin thatround). Fromthetwo-element
tuples,we seethatRenoandTahoeTCP adjusttheir slow-startthresholdn the samefashionwhereaghetwo flavorsof TCP
decreasehe congestiorwindow sizein slightly differentmanners.Whena paclet retransmissiormccursdueto duplicate
acknavledgementsRenoTCP reducests congestiorwindow sizeto a half of the currentwindow size. On the otherhand,

TahoeTCP alwaysreducests congestiorwindow sizeto one.
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4 Generating Background Traffic for Network Simulations

Oneapplicationof our FSA modelof TCPis to provide a light-weight approximationof TCP thatcanefficiently generate

large amountsof web-like backgroundraffic for usein network simulation.Our approachis to translatehe FSA modelinto

an abstractversionof TCR. We will shov thatthis approactcan substantiallreducememoryconsumptiorin simulations

with mary flows, while preservingsimulationaccurag acrossalargerangeof timescales.
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4.1 Constructing a Light-weight TCP Agent

We have implementedour FSA TCP agentin the ns-2simulator[3]. Our simulatorimplementatiorof an FSA-driven TCP
protocolconsistof severalparts.We directlyimplementthe statesn the FSA modelof TCPasa setof C++ datastructures.
Eachactive FSA TCP connectiommaintainsa pointerinto this FSA, indicatingits positionin the statemachine thenumber
of sggmentsremainingto be sent,andan approximationof round-triptime. The FSA TCP agentsendsegular pacletsinto
thesimulator;we have madesomeoptimizationgo avoid memoryconsumptiorby thesepaclets. Whenoneof thesepaclets
is droppedbecausea routerqueueoverflows or paclketcorruptionis simulatedthe correspondindg-SA TCPagents directly
informed.

Oneimportantdifferencebetweenour simulatorimplementatiorof FSA andthe modelis how we handleviolations of
the model's constraintsln the simulatorwe candetectviolation of the constraintgfor example,a secondpacletis lostin a
flow) andgeneratean abstiactionfault. To recover, we substitutea regular (fully detailed)TCP agentfor the abstract-SA
TCPagent.We cannotregenerateall TCP state(for example exactdetailsof the RTT estimation) put we canpresere cwnd
andssthreshThis ability to fall backon a moredetailedimplementatiorallows usto geta very accuratesimulationof TCP

behaior while limiting the modelsize.

4.2 SingleLossPer Flow

Our currentimplementationof FSA TCP considersxpandingthe statethroughonly onelossperflow. This limitation is
becaus®ur creationof the statemachines currentlyonly semi-automated.
Assumingi.i.d. pacletlossprobabilitywe canquantify the probability of our modelbeingnot coveringa givenflow by

summingall the pathsin the FSA which resultin crossingwo (or more)losspaths.This simplifiesto:

P[modelinapplicability) = i(1—p)"'p? 1)
i=1
wherep is the probabilitya segmentis lostandn is the numberof segmentsto send.(Intuitively, for eachpossibldength,

whatis the chancethatwe losetwo andsendthe restcorrectly) This equationis shavn graphicallyin Figure4 for several

error rates. This graphquantifieshow mary absractiorfaultswe expectto take in simulation. Probabilityof modelfailure
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Reno-DelAckprotocol. (Calculatedrom equationl.)

is quite low for low lossrates(lessthan2%) over the rangewe consider but for higherlossratesandlongerconnectionsan

accuratamodelwill requirehandlingatleasttwo lossegerflow.

4.3 Experimental Methodology

We evaluateFSA TCP performanc€memoryconsumptiorandrun-time)andaccurag with acommonscenarioWe usean
ISP-like topology(Figure5) similar to thatusedfor prior scalinganalysidy Feldmanretal [11]. To demonstratéhescaling
propertyof FSA TCRE we vary numberof TCP connectiondrom 10 web sessiongo 100 web sessionsand eachsession
containsabout200 TCP connectionsTheseTCP connectionsarrive in Poissorrandomdistribution andthe connectiorsizes
arePareto(heary-tailed)with averagel OKB andscalingfactor(alpha)l.2. For the setof FSA TCP simulationswe replace
TCP connectionghat are shorteror equalto 31KB with FSA TCP andlet the otherlongerconnectiongun usingoriginal
TCPimplementationAll simulationsrunin detaileddelivery modeandendafter4200secondf simulationtime (slightly
higherthanan hour). We usea Pentiumll 450MHz machinewith 1GB physicalmemory running FreeBSD3.0, and our

modifiedversionof ns-2.1b5.
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Figure5: An ISP-like topologyusedto evaluateFSA TCPin simulation.420 clients(left) connecto and40 seners(right)
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4.4 Simulation Performance

Figure6 evaluategshe memoryandtime performancef our FSATCP comparedo aregular(detailed)TCPin thesimulator

Eachpointin Figure6 is the resultof onesimulation. Becausehe simulationis deterministicrepeatedunswith the same
randomseedgeneratdhe sameresultsandwe do not shav confidencantervals. The left plot in Figure6 shows that FSA
TCP improvesmemoryusagesignificantly comparedo detailedTCP. The more TCP connectionshave to be created the
morememoryFSA TCP saves. This evaluationalsosuggestshat TCP stateoverheadconsumeghe majority of memoryin

simulationsinvolving mary 100sof simultaneousT CP connections FSA TCP abstractsaway a greatdeal of detailsand
requiresvery few statesgssentiallya pointerto the currentstatein the finite stateautomataanda floating point numberfor

roundtrip time.

In the right plot in Figure 6, we do not seesignificantimprovementin run-time. This is becausesimulationtime is

1Optimizationsin the 2.1b6releaseof nsmay changethis difference we have notyet evaluatedthis experimenton thatplatform.
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proportionalto the sizeof theeventscheduletist (unlessphysicalmemoryis exceeded)whichis determinedy thenumber
of eventsor paclets scheduledat times. Currently our FSA TCP implementationin ns-2 generateshe exact amountof
individual pacletsasindicatedin the finite stateautomatadiagrams.Thus,the amountsof eventsor pacletsscheduledor
detailedTCPandFSATCP arethe sameandsowe do not seemuchimprovementin simulationrun-time. An optimization
to FSATCPthatwe areconsiderings to represeneachroundof packetswith arepresentatie pacletevent,assuggestedby
Ahn andDanzig[2]. By avoiding schedulingndividual paclets,this approachwill substantiallyreducethe sizeof the event

gueueandspeedup simulations.

4.5 Distortions in Individual Flows

A risk in using an abstractionis that it may introducedistortionsor inaccuraciesn the simulation. FSA TCP doesnot
implementtheround-triptime estimationrmechanisnirom detailedTCR andit doesnotmodelACK-clocktriggeredspacing
betweerindividual pacletsandACKs. Thesecanresultin differencesn delayanddelay-relatednetrics.

To quantifythedifferencesywe measurgheconnectiorthroughputandthequeuingdelayfor eachpacletatthebottleneck
gueue.For eachnumberof connectionswe run two identical simulations. One usesFSA TCP andthe otherusedetailed
TCP For eachconnectionwe computethe differenceratio of throughputandthe absolutedifferencein queuingdelay at
bottleneck.Theleft plot in Figure7 shawvs that FSA TCP throughputdiffersfrom detailedTCP by about3%, andthatthis
distortionis largely insensitie to theamountof traffic. Theright plot Figure7 shavsthatperpacletdelay(atthebottleneck)
FSA TCP differsfrom detailedTCP by about10-20ms, or 5-14%in a network with round-triptimesrangingfrom 140—
400 ms. Theseresultssuggesthat FSA TCP might be usefulin generatingoackgroundraffic wherecoarse-grairmccurayg
(upto 100smsor perroundtrip time)is required.However, we shouldavoid usingFSA TCPwhencomparingT CPbehaior

in fine-grain(below 10msor perpacket) time scale.

4.6 Distortions in AggregateTraffic

Our maingoalin usingan FSA approximatiorto TCPin simulationwasto simulatelarge amountsof backgroundraffic in
limited resourcesTo evaluateits effectivenessn this role we mustunderstandhow the distortionsobsenedin Section4.5

will appeain aggreyatetraffic. Wewill shaw thattheseeffectsdo notinteract(potentiallymagnifyingeachother),but instead
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areunnoticableacrosamediumandlargetimescaleglongerthan10ms).
To evaluatethe scalingbehaior of aggregyateFSA TCPtraffic we employ wavelet-basednalysig10, 11]. In thissection,
we begin with a succinctdescriptionof the waveletanalysisandwaysto interpretthe scalingplots generatedby the wavelet

analysis We thencompareaggreyateFSA anddetailedTCP traffic with thistool.

4.6.1 Waveletanalysis

We usethe wavelet transformof a time seriesto study global scalingpropertiesin traffic. In particular we examinethe
averageenegy containedn eachscaleof thetraceandexaminehow thatquantitychangesaswe move from coarseto finer

scalesTheaverageenepy atscalej is the averageof the sumof the squaredvaveletcoeficients|d; |?; i.e.,

Ej = Nij ; |dj &,
whereN; is the numberof coeficientsatscalej. To determinethe globalscalingpropertyof the data,we plotlog(E;) asa
functionof scalej, from coarsesto finestscalesanddeterminequalitatively over whatrangeof scaleshereexistsa linear
relationshipbetweerlog(E;) andscalej; thatis, over whatrangeof time scaleshereexists self-similarscaling(see[1] for
moredetails). Whenperiodicitiesat a particulartime scaleareaddedinto an exactself-similartrace,a dip emeges;thatis,
thereexistsa higherfrequeng pacletinterarrival in thattime scale.lt is oftenwe obsere a patternof linearrelationshipin
largetime scalesandadip in roundtrip time scalewhenapplyingthis globalscalinganalysiswith live network traceq10, 11].

In Figure8, the scalej is onthe bottomaxisandthe correspondingime (in seconds)s plottedon thetop axisfor reference.
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4.6.2 Applying waveletanalysisto FSA TCP

We run our ISP-like scenaricemplaoying FSATCPwherepossible(lwhenconnectionareshort). We obtain10 mstime series
by parsingpaclettracescollectedat the bottlenecKink. After applyingthewavelet-basednalysisonthetime serieswe get
the global scalingplot in Figure8. Thetwo lines, onefor detailedTCP traffic andthe otherfor FSA TCP traffic, overlap
throughoutall time scales.This shovs our FSA TCPworkswell in preservingself-similarity andirregularsmalltime scale
behavior in aggreyatedtraffic. This suggestdhatthe FSA TCP abstractionwill accuratelysimulatebackgroundraffic at
timescaledargerthan10ms.

Paclet-level datanetwork traffic is characterizeds self-similar or fractal with non-trivial scalingbehaior at the fine
timescales. Feldmannet al. suggestthat the causenon-trivial scalingbehaior at small time scalesis TCP closed-loop
control[11]. Theintuition behindtheeffectivenesof FSATCPataccuratelyeproducingletailedbehavior is thatit captures
themedium-andcoarse-grairffectsof TCP’s closed-loopcontrol,andthatwe areableto fault out andreplaceconnections

thataretoo long or experiencemultiple losseswith fully detailedrepresentations.
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5 Conclusionand Outlook

We have describechow to generate finite-stateautotomatonepresentationf TCP basedon anabstractiorof TCP paclet-
exchangebehavior. We have shovn how to build a abstract=SA representationf TCP statefor generatiorof background
traffic in simulation,andhow to selectbetweerthe abstracanda detailedmodelat run-timeasnecessaryo optimize both
memoryandaccurag. We demonstratedhat FSA TCP simulationscan accuratelyreproducethe sameresultsas a fully
detailedsimulationof backgroundraffic. Theseresultssuggesthatthe FSA modelcancapturethekey TCP characteristics
atmediumandlargetimescalesandcanbeemployedwhereit is applicable.

Several areasof future work are apparent:We would like to fully automateFSA creation. We have automatedrace
generatiorof eachlossscenariobut analysisof thesetracescanalsobe automated.This would allow usto easilyexplore
multiple-losseper connectionpurstlossesandthe detailsof how delayedACK timersaffect performance We would also
like to explore otherTCP variants.Comparingthe selectve acknavledgemenextensionto TCP[17] with thesetoolswould
beinteresting.Finally, in Section4.4 we suggestedhatrun-time performanceof FSA TCP simulationscanbe improvedby

representindpack-to-baclkpacletswith asingleobject. We would lik e to explorethis aswell.
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