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Abstract

Burstinessin datatraffic is emerging asa critical propertythat protocolanalysisnowadayscanno longer

ignore.To preservethekind of burstinessor scalingphenomenaobservedin aggregatedTCPtraffic, wedevelop

a behavioral model that capturesTCP’s window-basedand closed-loopcontrol. Througha novel modeling

technique– exhaustivestateexploration, we systematicallyexamineeachTCP statesover a restrictedrange

of connectionlength and packet loss. This restrictedrangecovers the TCP behavior most commonto web

exchanges.Whenconnectionsstepoutsidethis range(becomingtoo long or taking more thanone loss) we

preservesimulationaccuracy by takinga abstractionfault andchangingto a moredetailedmodel.By counting

packetswith interarrival timesfalling into certaincritical intervals – round trip time (RTT) or retransmission

timeout(RTO), we areableto createfinite stateautomaton(FSA) with statesandtransitionsindicatingrounds

of back-to-backpacket transmissions.We demonstratethat an FSA approximationof TCP canproducelight-

weightsimulationmodelsof TCP suitablefor backgroundtraffic, andthat thesemodelsaccuratelyreproduce

multifractalscalingbehavior in IP network traffic.

1 Intr oduction

Simulationhasbecomea necessarytool to studynetworking protocolsat large scale. Testbedsof 1000sof nodesarenot

feasiblefor generaluse. Simulationstudiesoftenconsidera new protocol(transportprotocol,queueingdicipline, etc.) by

studinga few new flows in thecontext of backgroundtraffic. Simulationof backgroundtraffic is difficult for severalreasons:

it mustaccuratelymodelburstinessinherrentin Internettraffic, it mustsimulatelargenumbersof theconnections,andit must

beefficient to modelwebtraffic, thecurrentdominateuseof theInternet.�
Submittedfor publication
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Correctly
�

modelingburstinesin data traffic is critical to reachingappropriateconclusions. For example, studiesof

RED [12] have reachedvery different resultsin differentsimulation[12] andemulationstudies[7]. A key differencein

thesestudiesis thelevel of burstinessin thesimulatedtraffic.

A recentpromisingapproachto captureburstinessis thestructuralapproachto traffic modeling[11], closelymodeling

how traffic is createdin a real network. Two mechanismsare crucial to captureInternetbehavior over a wide rangeof

time-scales:

1. User-level property– exponentialweb sessionarrival andheavy-tailed sessiondurationcontribute to the persistent

burstinessobservedthroughoutlargetime scales.(self-similarityat largescales)

2. Network mechanism– TCP’sclosed-loopcontrolandwindow-basedtransmissionhavestronginfluenceto theunusual

burstinessin mediumandsmalltime scales.(periodicityat round-trip-timescaleandmultifractality at smallscales)

A problememploying thisapproachto traffic modelingis thestatecost.A simulationof a400-userISPnetwork requires

1000sof randomvaraiblesfor theuser-level propertyand100,000sof TCPconnectionsto capturethenetwork mechanisms.

Evenwith parallelsimulationtechniques,memoryefficicency is oftenthecritical bottleneckassimulationsizesgrow.

Finally, simulationmodelsmustcorrectlymodelcurrentInternettraffic. TCP is thedominanttransportprotocolon the

Internet(95%of bytes,90%of packets,80% of flows [8, 31]), andweb traffic (HTTP) typically accountsfor the majority

of TCPtraffic (often60-80%worth). Althoughthesteady-statebehavior of long livedTCPflows hasbeencarefullystudied

andmodeledanalytically (beginning with Floyd [13], seeSection2 for details),thesestudiesdo not model short flows.

While long-lived flows accountfor the majority of bytessenton the Internet, the majority of flows are short. Several

studies[8, 5, 22, 9] reportedthatflow or webdocumentsizesexhibit apower-law distributionwith averageof 15–30packets

or5–10kilobytes.Furthermore,TCPisatitsmostaggressivewhenstartingup(duringits initial slow-startphase),socarefully

modelingthis periodis critical to capturingthenetwork mechanismsthatcontributeto thesmall-time-scalebehavior.

Thekey contributionof ourwork is anew approachto efficiently modelingshortTCPconnectionsfor backgroundtraffic.

We accomplishthis by taking advantageof heavy-tailed natureof Internettraffic andrepresentingshortconnectionsvery

efficently while representinglong connectionswith moredetail. Sincemajority of flows areshort, this approachgreatly

reducessimulationmemoryrequirements.We efficiently representshort connectionswith a Finite-StateAutomotathat

models.
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W
�

e generatethis FSA modelwith a novel technique:simulator-assistedexhaustivestateanaysis. We usea simulator

to investigateall possiblecasesof segmentloss for a given amountof data. From this explorationwe constructa finite-

stateautomaton(FSA) that approximatesTCP congestioncontrol behavior. Handgenerationof this FSA from the TCP

specificationor animplementationwouldbeextremelyerrorprone.Wethereforeuseasimulatorto automaticallyenumerate

thestatespace,andaredevelopingsoftwareto fully automateFSA construction.

Our approachrequiresthreeassumptionsof TCPbehavior. First, we assumethatmostshortTCPflows canbemodeled

asroundsof severalback-to-backpacketsseparatedby adelayof aboutoneround-triptime[15] (or longerdelaysin thecase

of error). Second,packet lossesareindependentandidenticallydistributed(asopposedto burst losses).We validatethese

assumptionsby comparingour FSA model to detailedsimulationsof TCP in Section4.6. Third, our FSA modelsonly a

limited numberof losseswill occurin eachflow. Our currentmodelsonly considerat mostonelossperflow, anappropriate

assumptionfor short flows andrelatively low loss rates(5%). We detectwhen this assumptionwill be violated(whena

secondlosswill occurs)andreplaceour FSA TCPwith anequivalentfully detailedTCPthroughanabstractionfault, thus

preservingsimulationaccuracy. We examinethis third assumptionin Section4.2,andnotethatwe areableto correctfor it

whenapplyingourFSA modelto background-traffic simulation.

2 RelatedWork

Our work builds on four areasof prior work: the approachof exhaustive stateanalysisbuilds on protocolanalysisthrough

stateexploration(in general)andanalysisof shortTCPtransfers.Our generalTCP behavior analysisis relatedto work in

modelingTCPsteady-statebehavior andstart-upbehavior. Our applicationsof theFSA modelto simulationarerelatedto

work in simulationabstraction.

Protocolanalysisthr oughstateexploration: Finite-stategraphsareoneof severaltoolsthathavebeenusedto understand

protocolbehavior, correctness,andperformance.Traditionallytheprimaryapplicationof FSA protocolapproximationshas

beenproving protocolcorrectness(for example,[21, 16]). A commonproblemin this work is controlling the sizeof the

statespacewhich mustbe considered.Typical approachesareto make assumptionsto constrainthe problemor to employ

techniquesto mergestateswherepossible(for example,[23]). Our work usesbothof thesetechniquesto limit statespace,

andit employs simulator-drivenFSA constructionto minimizechanceof constructionerrorandmitigatethecostof a large
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statespace.Furthermore,unlike mostprior work with large-FSArepresentations,we arefocusedon performanceanalysis

andapproximationratherthanevaluationof correctness.

Analysis of TCP steady-stateperformance: Therehasbeena significantamountof work on characterizingsteady-state

behavior of TCP. As earlyas1991,Floyd presenteda simpleheuristicanalysisto predictTCPperformancewith multiple

congestedrouters[13]. Ott, Kemperman,andMathiscompletedaformalanalyticalstudyof TCPwindow sizebehavior [26],

andLakshmanandMadhow [20] proposedamoreelaboratemodelfor TCPassuminghighdelay-bandwidthproductandran-

domlosses.Mathisetal. [24] andLakshmanet al. [20] independentlyderivedsimilar closed-formequationsto approximate

TCPbandwidthin thesteadystateassumingsporadiclosses(without retransmissiontimeout),

More recently, Padhyeet al. [27] solved the probability of packet lossesthat will incur retransmissiontimeoutsand

delayedacknowledgements.Their modelwasshown to predictbandwidthof long TCP connectionsreasonablywell, and

addsconsiderationof themaximalwindow sizeandtimeoutinterval to theabovesimplerequation.

Commonto theseefforts is a focuson steady-statebehavior of TCP with infinitely long connections.Theseapprox-

imationshave beensuggestedfor useasacceptableboundson congestioncontrol (first by Floyd [14], and in recentpro-

posals[29, 4, 32, 28]). Studiesof actualInternettraffic suggeststhat, althoughlong connectionsaccountfor muchof the

bandwidth,mostconnectionsarequiteshort.More precisely, thedistributionof connectionlengthis heavy-tailedwith fairly

small averagearound15–30packetsor 5–10kilobytes[8, 5, 22, 31, 9]. The key differencebetweenthe relatedwork we

considernext andour work is anexaminationof theseshortflows.

Analysisof TCP-slow-start performance: Two effortshavefocusedonanalysisof shortTCPconnections.Heidemannet

al. [15] modeledshortTCPconnections(slow-startphase)assumingno lossto compareseveralalternative request/response

protocols.Cardwelletal. build uponthiswork by combiningit with steadystatemodels[27] to deriveclosed-formsolutions

for shortandlong connectionsin thefaceof loss. They modelconnectionestablishmenttime (including lossof theSYN),

the numberof segmentssentin slow startandthe amountof time spentin slow startasa function of initial window size

slow-startwindow increaserate.

As in bothof theseefforts, we modelTCPasroundsof back-to-backsegmentsbeginningwhenthefirst is sentout and

endingwhenit is acknowledged. Unlike [15], we considerpossibility of packet loss. Unlike Cardwellet al., we usethe

techniqueof exhaustivestateanalysis.Thuswe canmoreaccuratelymodelnon-linearslow-startratesthatthey approximate
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with anexponential.In addition,we show how our approachcaneasilybeapply to efficient simulationwhich approximate

TCPtraffic.

Simulation abstraction: Very large simulationsrequirethe useof abstraction:eliminating detailsfrom the simulation

that do not affect the outcome.A widely usedexampleof abstractionis treatingEthernetasa 10Mb/s“pipe” ratherthan

modelingthe detailsof MAC-level contentionandretransmission.Ahn andDanzigproposedpacket-level abstractionsin

flowsim[2]; ratherthansimulatingeachpacket in a flow, they treatthemasgroupsof back-to-backpackets.Inspiredby this

work and[15] weusethis approachto condensingTCPrun-timestate.Althoughwecurrentlyrepresentindividualsegments

separatelywhile in-flight, adoptingAhn andDanzig’s flow representationwould improve run-timein additionto memory

consumption.Anotherpromisingproposalis to simulateTCPasasetof differentialequations[25]. While thismethodtakes

into accountsomedegreeof traffic dynamicsbut doesnotwork asaccuratelywhensimulatedtraffic is highly bursty.

3 Modeling TCP

Approachesto flow andcongestioncontrol arecentralto any network transportprotocol. Thesealgorithmscontrol how

quickly datapacketsareinjectedinto networks. Open-loopprotocolsinject packetsinto the network without regardto the

network or receiver; closed-loopprotocolsreactto signalsfrom thenetwork or thereceiverconcerningcongestionor buffer

allocation. Closed-loopprotocolsemploying end-to-endcongestioncontrol (suchasTCP)arecritical to thesuccessof the

Internetbecausethey adaptto congestion[14].

Ourgoalis to capturethekey aspectsof TCP’sclosed-loopcongestioncontrolmechanism[18] well enoughto accurately

modelTCP. Ideally our modelwould reproducewell enoughaggregatedTCPtraffic that it would beindistinguishablefrom

thatof fully detailedTCPacrossawide rangeof timescales[11, 10].

This sectionbriefly summarizesTCP congestioncontrol anddescribeshow we modelTCP asseveral roundsof back-

to-backpacketsseparatedby a delayof aboutoneround-triptime (basedon [15]). We thendescribehow we usesimulated

versionsof TCPto populatethis modelover theregionweconsider.
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3.1 KeyTCP Algorithms and Timescales

Behavior of shortTCP connectionsis governedby TCP’s congestioncontrol algorithms[18] anddelayedacknowledge-

ments[6]. Specifically, TCPis ACK-clocked—new TCPsegmentsaresentonly in responseto acknowledgementsfrom the

receiver, andthenumberof new segmentsintroducedis limited by thecongestionwindow, or cwnd. Duringslow start,cwnd

is increasedby onesegmentfor eachACK received. Slow startexits whenthe amountof dataspecifiedby the slow-start

threshold, or ssthresh, is sentor a segmentis lost. According to the delayedacknowledgementrule, clients sendACKs

whenever two full segmentsarereceived,or whena timerexpires.

If segmentsarelost, TCPwill detectthat factandrecover in two ways. First, fast retransmit[19, 30] is anoptimization

to quickly recover from a singleloss. If the receiver detectsa missingsegment,it beginssendingACKs for eachsegment

received.ThesenderinterpretsthesethreeconsecutiveACKsasalosssignalfor thatmissingpacketandimmediatelyresends

it. Second,if fastretransmitis notpossible,thesendereventuallywill timeout (afterRTO, theretransmittime-outdelay)and

resendtheunacknowledgedsegment.

We canobserve TCP’s behavior at multiple timescales: at thecoarsestgranularity(seconds)usersinitiate new connec-

tions.Slow-start,fast-retransmit,andtimeoutsall occuratfrequenciesproportionalto theround-triptimebetweensenderand

receiver. Finally, ACK-clockingoperatesataveryfinetimescaleontheorderof packet-transmissiontimes.Becauseof these

multiple time-scales,Internettraffic exhibits a complex, multi-fractalbehavior [11]. Any attemptto modelTCPmustcap-

turethis richness.Experiencewith otherprotocolsthatattemptto reproduceTCPbehavior (RAP’s rate-basedapproach[29])

demonstratethatmodelingcoarse-grainedTCPbehavior canreproduceveryTCPliketraffic, but lackof fine-grainadjustment

is noticeablein traffic statistics.

3.2 Deriving a SimpleFSA

We approximateTCPwith a simplemodelwith thegoalof thereproducingmedium-andcoarse-granularityTCPbehavior.

We modeltheeffectof TCP’sslow-start,fastretransmit,andtimeoutmechanisms,but withoutdirectly reproducingthoseal-

gorithms.Wewill show laterthatwecanaccuratelyreproduceaggregatedTCPtraffic acrossaverywiderangeof timescales,

but we do notexpect(or claim) to reproduceveryfine-grained,ACK-clock-likeeffects.

The left portion of Figure1 shows a typical TCP connectionfor a web request.After connectionsetup,the requestis
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Figure1: Left: packet exchangesin a shortTCPconnection.Middle: sequence-numberfinite-statemachine.Right: round-

sizefinite-statemachine.

sent,anddatareturnsthewebclient. Governedby TCP’sslow-startalgorithm,datais sentin aseriesof rounds. Eachbegins

with thetransmissionof a datasegmentandendswith thereceiptof anacknowledgementfor thatsegment.Whenmultiple

segmentsarein flight, multipleACKswill bereturned;weassumethesetransmissionsoverlap.

We have modeledreceiversboth with andwithout delayedacknowledgements.Whena receiver implementsdelayed

ACKs we currentlygeneratetheACK for thefirst datasegmentimmediately. In real implementationsthis segmentwill be

timerdrivenwith aneffectively randomdelayof 1–500ms,averaging100msfor typical implementations.

We mapthis modelto a statemachinein two steps.First, considerthecenterpartof Figure1. Thenumberin eachstate

indicatesthesequencenumberof segmentsent.Shortarcs(in thegrey ovals) indicatedelayof a packet-transmissiontime;

longerhorizontalarcsindicatea delayof abouta round-tripcorrespondingto a wait for thereturnof anacknowledgement.

Thetop row of statesin thecenterstatediagramcapturesthelosslessbehavior seenin thepacketexchangeat theleft partof

thefigure. (Thetop-left stateis transmissionof onesegment,anRTT delay, two segmentsin states2 and3, andsoon.)

To model the effectsof packet losswe expandthis FSA downward. Packet lossaffectsboth the delayuntil sending

the next segmentandhow many segmentsaresentin the next round. A packet losscantrigger eithera timeoutor a fast

retransmit—weshow timeoutswith thick, downwardlinesandfastretransmitswith thin downwardlines,both labeledwith

the digit of the lost segment. The new statecorrespondsto retransmissionof the lost segmentand(if possible)additional

segments.The centerFSA of Figure1 shows that if segment1 is lost, the TCP connectionwill wait for a retransmission
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timeout� andthenre-sendthis segment.Alternatively, if segment3 is lost,TCPsendstwo moresegmentsandthentimesout

on themissingsegment3.

Thismodelproducesacompletebut verboseFSA.To simplify thisstatemachinewegroupseriesof packetsthataresent

closetogether(back-to-back)andrepresentonly timeoutsandround-tripdelayswith arcs.ThecenterFSAof Figure1 groups

theseroundswith grey circles. On theright we representthesameinformation,but thenumberin thecircle representsthe

numberof segmentssentin thatround.Againboldarcsrepresentatimeoutdelay, andnow all non-boldarcsrepresentadelay

of abouta round-triptime. For statesthat representa roundwith multiple segmentsin flight, therearemultiple downward

transitions,eachlabeledwith which segmentin that round is lost. Positionin the FSA now representsTCP’s congestion

window andslow-startthreshold.

Oneadditionaloptimizationwe employ is to merge statesin the graphwith identical congestionwindows andslow-

start threshold. The right FSA of Figure 1 shows this wherethe timeoutsfrom the loss of the first packet in either the

first or secondroundsboth transitto a statewhereonesegmentis sent.This abstractionalsoallows certaindegreeof state

aggregationif differentlosspatternsendup in a statewith samenumberof packetsto send,congestionwindow size,and

slow-start threshold. In the end,we get a more manageablestatemachine(the right FSA in Figure 1) that capturesthe

essentialdynamicsof aTCPconnection.

3.3 Generating CompleteFSAs

Manualgenerationof an FSA modelfrom the TCP specificationwould be very error prone. Furthermore,therearemany

variantsof TCPthatonemight wish to consider. Insteadwe conducta seriesof systematicexperimentsin a simulator. For

eachsize transmission,we producea traceof the flow (taken at the sender). We computepacket interarrival times, and

knowing theRTT andRTO, back-calculatethecorrespondingpartof theFSA. We systematicallyrepeatthis procedurefor

eachpossiblesegmentwhich couldbelost.

As anexampleof thisprocedure,weconstructedanetwork of four nodes:bottlenecklink of 1.5Mb/s,100msdelay, with

two edgelinks of 5Mb/s and2msdelay(204mstotal roundtrip time). A tracecorrespondingto the left part of Figure1

will show segmentsequencenumber/interarrival time of 1/316.7ms,2/1.6, 3/220,4/1.6, 5/1.6, 6. This sequenceindicates

transmissionof 1 segmentfollowedby a round-tripdelay(plusanextra 100msdelayedfrom thedelayedACK timer), then
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2 back-to-back� segmentsfollowed by a round-tripdelay, then3 back-to-backsegments,that translatesinto the top row of

the FSA. Whenwe repeatthe experimentlosing the third packet we seethis sequence:1/316.7ms,2/1.6, 3/316.7,4/1.6,

5/898.4,3. Again,we see1 segmentanda round-tripanddelayed-ACK delay, thentwo moresegmentsfollowedby another

round-tripanddelayed-ACK delay, two moresegmentsanda timeoutuntil thelost segmentis retranmitted.In Figure3 this

correspondsto startingin the top-left node,moving right, thenfollowing the thin line down, thenthe thick line down. As

a rule of thumbwe treatinterarrivalslessthan50%asback-to-back,andover 200%asretransmits,althoughthis approach

doesn’t distinguishdelayed-ACK timers.As canbeseen,thisapproachdiffersfrom typicalsimulation-basedprotocolstudies

thatexplorerandomlychosenor specificconfigurationsandoftenconsideronly statisticalsummaryof thebehavior.

UsingthisapproachwehaveconstructedFSAmodelsof TCPfor TahoeandRenosendersandreceiverswith andwithout

delayedacknowledgements.We usedns-2’s one-way TCP implementationandexploredthestatespacewith zeroandone

lossper flow out to transmissionsof up to 31 segments. Figures2 and3 show the resultingFSA modelsfor thesefour

combinations.Thesefiguresaresimilar to the right partof Figure1 (linesrepresentRTO or RTT delay, numbersin circles

representhow many segmentsaresentin thatround,anddownwardlinesindicatethatthe � th segmentin thatroundwaslost).

In addition,thetwo-tuplesnearsomenodesindicatecwndandssthreshvaluesaftera loss.

Althoughgenerationof traceswasautomated,analysisof thetraceswasdoneby hand.Automationof thisprocesswould

not bedifficult andwould allow adeeperexplorationof thestatespaceandexplorationof otherTCPvariants.

We canreproducethe progressof a TCP connectionby beginning in the upperleft state(labeled 	 ) andkeepingtrack

of the numberof segmentsremainingto be sent. If no segmentis lost in the round,it movesto the stateon the right with

label 
 after delayof oneroundtrip time. If no packetsare lost for the entireconnection,the FSA TCP connectionwill

movehorizontallyto theright until all segmentshavebeensent.However, if a segmentis dropped,theFSA TCPconnection

followstheline downwardsthatcorrespondsto thedroppedpacket(first, second,or nth in thatround).Fromthetwo-element

tuples,weseethatRenoandTahoeTCPadjusttheirslow-startthresholdin thesamefashionwhereasthetwo flavorsof TCP

decreasethe congestionwindow sizein slightly differentmanners.Whena packet retransmissionoccursdueto duplicate

acknowledgements,RenoTCPreducesits congestionwindow sizeto a half of thecurrentwindow size. On theotherhand,

TahoeTCPalwaysreducesits congestionwindow sizeto one.
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Figure2: FSA TCPwith One-ack-per-packetSink

1 2 3 8 12

1 2 2 2 3 3 4 4 5

2 2 3 4 4 4 5

3 4 4 5 5

4 4 5

6

1

2 2

1-9

(wnd, ssh) = (1,2)

(2,2)

(3,3)

(4,4)

(6,6)

5

6

11

4

5 5

(5,5)

5

98

1 2

3 4

32

52
63

2 4

3 5

3

10-12

1 1 2 1
2

3 1

1 2 3 4 5 6 7

8

Reno-DelAck

X

Y

Round of X packets
Round Trip Time
Timeout
Losing the Yth packet

1 2 3 8 12

1 2 2 2 3 3 4 4 5

1 2 3 3 4 4 5

1 2 3 4 4

1 2 3 5

1 2

1

2

2
3

1-9

10-12

(wnd, ssh) = (1,2)

(1,3)

(1,4)

(1,5)

(1,6)

5

6

11

9
8

6
5

32

65
32

1 1 2 1
2

3 1 2 3 4 5

1 2 3 4 5

6 7

8

Tahoe-DelAck

Figure3: FSA TCPwith DelayedAcknowledgementSink

4 GeneratingBackground Traffic for Network Simulations

Oneapplicationof our FSA modelof TCP is to provide a light-weightapproximationof TCP thatcanefficiently generate

largeamountsof web-likebackgroundtraffic for usein network simulation.Ourapproachis to translatetheFSA modelinto

an abstractversionof TCP. We will show that this approachcansubstantiallyreducememoryconsumptionin simulations

with many flows,while preservingsimulationaccuracy acrossa largerangeof timescales.
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4.1 Constructing a Light-weight TCP Agent

We have implementedour FSA TCPagentin thens-2simulator[3]. Our simulatorimplementationof anFSA-drivenTCP

protocolconsistsof severalparts.We directly implementthestatesin theFSAmodelof TCPasasetof C++ datastructures.

Eachactive FSA TCPconnectionmaintainsa pointerinto this FSA, indicatingits positionin thestatemachine,thenumber

of segmentsremainingto besent,andanapproximationof round-triptime. TheFSA TCPagentsendsregularpacketsinto

thesimulator;wehavemadesomeoptimizationsto avoid memoryconsumptionby thesepackets.Whenoneof thesepackets

is dropped(becausearouterqueueoverflowsor packetcorruptionis simulated)thecorrespondingFSATCPagentis directly

informed.

Oneimportantdifferencebetweenour simulatorimplementationof FSA andthe modelis how we handleviolationsof

themodel’s constraints.In thesimulatorwe candetectviolation of theconstraints(for example,a secondpacket is lost in a

flow) andgenerateanabstractionfault. To recover, we substitutea regular (fully detailed)TCPagentfor theabstractFSA

TCPagent.Wecannotregenerateall TCPstate(for example,exactdetailsof theRTT estimation),but wecanpreservecwnd

andssthresh.This ability to fall backon a moredetailedimplementationallows usto geta very accuratesimulationof TCP

behavior while limiting themodelsize.

4.2 SingleLossPer Flow

Our currentimplementationof FSA TCP considersexpandingthe statethroughonly onelossper flow. This limitation is

becauseourcreationof thestatemachineis currentlyonly semi-automated.

Assumingi.i.d. packet lossprobabilitywe canquantifytheprobabilityof our modelbeingnot coveringa givenflow by

summingall thepathsin theFSA which resultin crossingtwo (or more)losspaths.Thissimplifiesto:

��
modelinapplicability��� �� �

��� ����	������
�
 � �"! (1)

where� is theprobabilityasegmentis lostand # is thenumberof segmentsto send.(Intuitively, for eachpossiblelength,

what is thechancethatwe losetwo andsendtherestcorrectly.) This equationis shown graphicallyin Figure4 for several

error rates.This graphquantifieshow many absractionfaultswe expectto take in simulation.Probabilityof modelfailure
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Figure4: Failure probabilitiesof the single-lossmodelasa function of connectionlengthfor several valuesof % andthe

Reno-DelAckprotocol.(Calculatedfrom equation1.)

is quitelow for low lossrates(lessthan2%) over therangewe consider, but for higherlossratesandlongerconnectionsan

accuratemodelwill requirehandlingat leasttwo lossesperflow.

4.3 Experimental Methodology

We evaluateFSA TCPperformance(memoryconsumptionandrun-time)andaccuracy with a commonscenario.We usean

ISP-like topology(Figure5) similar to thatusedfor prior scalinganalysisby Feldmannetal [11]. To demonstratethescaling

propertyof FSA TCP, we vary numberof TCP connectionsfrom 10 web sessionsto 100 web sessionsandeachsession

containsabout200TCPconnections.TheseTCPconnectionsarrive in Poissonrandomdistributionandtheconnectionsizes

arePareto(heavy-tailed)with average10KB andscalingfactor(alpha)1.2. For thesetof FSA TCPsimulations,we replace

TCP connectionsthat areshorteror equalto 31KB with FSA TCP andlet the otherlongerconnectionsrun usingoriginal

TCPimplementation.All simulationsrun in detaileddelivery modeandendafter4200secondsof simulationtime (slightly

higherthanan hour). We usea PentiumII 450MHz machinewith 1GB physicalmemory, runningFreeBSD3.0, andour

modifiedversionof ns-2.1b5.
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Figure6: MemoryandTimeConsumptionfor FSA TCPSimulations

4.4 Simulation Performance

Figure6 evaluatesthememoryandtimeperformanceof ourFSATCPcomparedto aregular(detailed)TCPin thesimulator.

Eachpoint in Figure6 is theresultof onesimulation.Becausethesimulationis deterministic,repeatedrunswith thesame

randomseedgeneratethesameresultsandwe do not show confidenceintervals. The left plot in Figure6 shows thatFSA

TCP improvesmemoryusagesignificantlycomparedto detailedTCP. The moreTCP connectionshave to be created,the

morememoryFSA TCPsaves.This evaluationalsosuggeststhatTCPstateoverheadconsumesthemajority of memoryin

simulationsinvolving many 100sof simultaneousTCP connections1. FSA TCP abstractsaway a greatdealof detailsand

requiresvery few states,essentiallya pointerto thecurrentstatein thefinite stateautomataanda floatingpoint numberfor

roundtrip time.

In the right plot in Figure 6, we do not seesignificantimprovementin run-time. This is becausesimulationtime is
1Optimizationsin the2.1b6releaseof nsmaychangethisdifference;wehave notyet evaluatedthisexperimenton thatplatform.
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proportional& to thesizeof theeventschedulerlist (unlessphysicalmemoryis exceeded),which is determinedby thenumber

of eventsor packetsscheduledat times. Currently, our FSA TCP implementationin ns-2generatesthe exact amountof

individual packetsasindicatedin thefinite stateautomatadiagrams.Thus,theamountsof eventsor packetsscheduledfor

detailedTCPandFSA TCParethesame,andsowe do not seemuchimprovementin simulationrun-time.An optimization

to FSATCPthatweareconsideringis to representeachroundof packetswith a representativepacketevent,assuggestedby

Ahn andDanzig[2]. By avoidingschedulingindividualpackets,this approachwill substantiallyreducethesizeof theevent

queueandspeedup simulations.

4.5 Distortions in Indi vidual Flows

A risk in using an abstractionis that it may introducedistortionsor inaccuraciesin the simulation. FSA TCP doesnot

implementtheround-triptimeestimationmechanismfrom detailedTCP, andit doesnotmodelACK-clocktriggeredspacing

betweenindividualpacketsandACKs. Thesecanresultin differencesin delayanddelay-relatedmetrics.

To quantifythedifferences,wemeasuretheconnectionthroughputandthequeuingdelayfor eachpacketatthebottleneck

queue.For eachnumberof connections,we run two identicalsimulations.OneusesFSA TCP andthe otherusedetailed

TCP. For eachconnection,we computethe differenceratio of throughputandthe absolutedifferencein queuingdelayat

bottleneck.The left plot in Figure7 shows thatFSA TCPthroughputdiffersfrom detailedTCPby about3%, andthat this

distortionis largely insensitiveto theamountof traffic. Theright plot Figure7 showsthatperpacketdelay(at thebottleneck)

FSA TCP differs from detailedTCP by about10–20ms,or 5–14%in a network with round-triptimesrangingfrom 140–

400ms. TheseresultssuggestthatFSA TCPmight beusefulin generatingbackgroundtraffic wherecoarse-grainaccuracy

(up to 100smsor perroundtrip time) is required.However, weshouldavoid usingFSATCPwhencomparingTCPbehavior

in fine-grain(below 10msor perpacket) timescale.

4.6 Distortions in AggregateTraffic

Our maingoal in usinganFSA approximationto TCPin simulationwasto simulatelargeamountsof backgroundtraffic in

limited resources.To evaluateits effectivenessin this role we mustunderstandhow thedistortionsobservedin Section4.5

will appearin aggregatetraffic. Wewill show thattheseeffectsdonot interact(potentiallymagnifyingeachother),but instead
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Figure7: Distortionby FSA TCP:% Differencein ThroughputandDelay

areunnoticableacrossmediumandlargetimescales(longerthan10ms).

To evaluatethescalingbehavior of aggregateFSATCPtraffic weemploy wavelet-basedanalysis[10, 11]. In thissection,

we begin with a succinctdescriptionof thewaveletanalysisandwaysto interpretthescalingplotsgeneratedby thewavelet

analysis.We thencompareaggregateFSA anddetailedTCPtraffic with this tool.

4.6.1 Waveletanalysis

We usethe wavelet transformof a time seriesto studyglobal scalingpropertiesin traffic. In particular, we examinethe

averageenergy containedin eachscaleof thetraceandexaminehow thatquantitychangesaswe movefrom coarserto finer

scales.Theaverageenergy atscale' is theaverageof thesumof thesquaredwaveletcoefficients ( )+*-, ./( ! ; i.e.,

0 *1� 	2 * � . ( )3*4, ./( !35
where

2 * is thenumberof coefficientsat scale' . To determinetheglobalscalingpropertyof thedata,we plot 687:9"� 0 * � asa

functionof scale' , from coarsestto finestscales,anddeterminequalitatively over whatrangeof scalesthereexistsa linear

relationshipbetween687:9"� 0 *;� andscale' ; thatis, overwhatrangeof time scalesthereexistsself-similarscaling(see[1] for

moredetails).Whenperiodicitiesat a particulartime scaleareaddedinto anexactself-similartrace,a dip emerges;that is,

thereexistsa higherfrequency packet interarrival in thattime scale.It is oftenwe observe a patternof linearrelationshipin

largetimescalesandadip in roundtrip timescalewhenapplyingthisglobalscalinganalysiswith livenetwork traces[10, 11].

In Figure8, thescale' is on thebottomaxisandthecorrespondingtime (in seconds)is plottedon thetop axisfor reference.
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4.6.2 Applying waveletanalysisto FSA TCP

Werunour ISP-likescenarioemploying FSATCPwherepossible(whenconnectionsareshort).Weobtain10mstimeseries

by parsingpacket tracescollectedat thebottlenecklink. After applyingthewavelet-basedanalysison thetimeseries,weget

the global scalingplot in Figure8. The two lines,onefor detailedTCP traffic andthe otherfor FSA TCP traffic, overlap

throughoutall time scales.This shows our FSA TCPworkswell in preservingself-similarityandirregularsmall time scale

behavior in aggregatedtraffic. This suggeststhat the FSA TCP abstractionwill accuratelysimulatebackgroundtraffic at

timescaleslargerthan10 ms.

Packet-level datanetwork traffic is characterizedasself-similaror fractal with non-trivial scalingbehavior at the fine

timescales.Feldmannet al. suggestthat the causenon-trivial scalingbehavior at small time scalesis TCP closed-loop

control[11]. Theintuition behindtheeffectivenessof FSATCPataccuratelyreproducingdetailedbehavior is thatit captures

themedium-andcoarse-graineffectsof TCP’sclosed-loopcontrol,andthatwe areableto fault out andreplaceconnections

thataretoo long or experiencemultiple losseswith fully detailedrepresentations.
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5 Conclusionand Outlook

We havedescribedhow to generatea finite-stateautotomatonrepresentationof TCPbasedon anabstractionof TCPpacket-

exchangebehavior. We have shown how to build a abstractFSA representationof TCPstatefor generationof background

traffic in simulation,andhow to selectbetweentheabstractanda detailedmodelat run-timeasnecessaryto optimizeboth

memoryandaccuracy. We demonstratedthat FSA TCP simulationscanaccuratelyreproducethe sameresultsasa fully

detailedsimulationof backgroundtraffic. TheseresultssuggestthattheFSA modelcancapturethekey TCPcharacteristics

at mediumandlargetimescalesandcanbeemployedwhereit is applicable.

Several areasof future work areapparent:We would like to fully automateFSA creation. We have automatedtrace

generationof eachlossscenario,but analysisof thesetracescanalsobeautomated.This would allow us to easilyexplore

multiple-lossesperconnection,burst losses,andthedetailsof how delayedACK timersaffect performance.We would also

like to exploreotherTCPvariants.Comparingtheselectiveacknowledgementextensionto TCP[17] with thesetoolswould

beinteresting.Finally, in Section4.4we suggestedthatrun-timeperformanceof FSA TCPsimulationscanbeimprovedby

representingback-to-backpacketswith asingleobject.We would like to explorethisaswell.
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