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Can we quantify: From Census to Outages |~ ™

can pings detect network outages?
how big is the Internet? yes...with proper interpretation

responding and stopping
...says something

how reliable? 0o
X}

net up down

how does it change?
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: From Outages to Sleep
Measuring the Internet (Diurnal Networks)
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Why Measure the Internet?

* baseline for cybersecurity

— must know how many
to find if disproportionately bad

* network resilience is a form of security

* data helps correlation studies
— what policies make things better?

USCViterbi @3

Internet Population Measurement / 2014-10

Big Measurements:

Probing the Whole Internet

* actually, pretty easy
* in 2003

— 4 machines in parallel over 2-3 months
* today

— 1 machine does most of net every 11 minutes

— 19k probes/s per core
* our goal: careful and complete and correct

— but others optimize for speed: ZMap scans in 15
minutes (with high parallelism)

USCViterbi @3
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What About Math?

an essential tool under all of this

* statistics: evaluating correctness
* census taking and sampling
* inference: Baysian analysis
* correlation (with imperfect data)

USCViterbi =
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Polite Measurement

* a big deal if you want to keep going

— people do complain
« and they cc the president of Colorado State U. to help

— often naively
« ex: Belkin routers report “ping of death” (fixed since 2000)
* our approach
— have an opt-out policy and blacklist
— broad measurements are slow
— frequent measurements are careful

USCViterbi =
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Challenges

* big measurements
* polite measurement
* calibrated measurement

USCViterbi =

Internet Population Measurement / 2014-10

Politeness by Modeling

» model each block b
— E(b): addresses that ever
respond
— A(E(b)): Pr[those addresses
will respond]
* build model from Internet

census -
. i
* refine A(E(b)) online P
— concurrent with outage 3 . |
detection o2 1
— exponential weighted Y s se s s s

moving average

USCViterbi =
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* Bayesian model of block state
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Polite, Parsimonious Probing
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Validation Against Full Probing

* ground truth: Survey 51,

s : i — full probing (256 addrs/block)
avaioiliy estimales niaicl _ 29k blocks
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Calibrated Measurement

» what did you actually measure?
— how precise?
— is there systematic bias?
 general approach to calibration:
— ask operators for ground truth
* but they don’t know
— approximate ground truth by overprobing
— compare a narrow slice (for us: USC)
— compare a random sample and second location
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Powerful Tools

* correctness: statistics
— census taking, understanding sampling error
— calibration different observations
* decision making: Bayesian Inference
* interpretation
— spectral analysis
— correlations with other data

Internet Population Measurement / 2014-10

“When the Internet Sleeps
Correlating Diurnal

Validating Diurnal P

IMC 2014
.
0.957 (§3.2.2)
.
) (§3.2.3)
ensitivity (simulation): works w/10% diurnal (§3.2.2)
— VS. operators: few false positives (at most 3%) (§3.2.4)

— vs. second location: good agreement
(85% exact, 98.8% relaxed)  (§3.3)

USCViterbi =
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Diurnal Networks
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Phase Correlates with Longitude

» compare block phase

6 — when usage peaks
34 * vs. geolocated longitude
52 [ — when people wake up
§ 0
LPRaS
g | (phase is modular,
54 s0 “unroll” it based on longitude)

P T 1 - .

180 135 90 45 0 45 90 135 180

longitude inferred from phase (degrees) == phase Correlates Wlth
longitude (conf: 0.763)

Internet Population Measurement / 2014-10

10/23/2014

6 5

ey 4l

® —

gz E 2

ol £ o 1sd

B I 8 meaﬁ

E‘E r 5 2 .'; +135d
£4 4 ,,.)

© P

180 -135 90 -45 O 45 90 135 1§ 200 10 100 50 0 50 100 150 200

longitude inferred from phase {degrees) fongituda infered from phase (degrecs)

phase predicts longitude
but only roushly: worst case: $90¢ bese #10°

IS Vicnrhi
USCViterbi @3 Internet Population Measurement /

2014-10

Better Powerful Tools?

e correctness: statistics

— census taking, understanding sampling error

— calibration differe ervations

* decision making: Bayesia

The Internet is not human:
how is an Internet
Census different?

* interpretation
— spectral analysis

— correlations_with other data

From data to policy?
USCViterbi =
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Correlating Diurnal
with Many Factors

« apply ANOVA (Analysis of Variance)
— smaller values => greater correlation
« factors:
- GDP, . number of Internet users per host, time of first block

allocation,

— link type (inferred from DNS) dynamic => diurnal
(as expected)
S
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money => always on

electricity and age:
more dynamic => more
diurnal when “new”

(IPs are tight?)

policy studies are early:
approach seems promising

Thoughts about
Internet Census Taking

* human census taking
— census is labor intensive and relatively slow (months)
— targets are big and slow
 Internet census taking
— can be really fast
— targets do move: DHCP
* when do these differences matter?
— does fast help? what about repetition?
— can we model movement?
— when should we do adaptive probing?
— can we exploit these to improve our estimates of error?

USCViterbi =
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Thoughts about

Correlation and Policy
* how best to study correlation?
— higher quality input?
— correlation with different precision inputs?

 ex: coarse grain estimates from surveys or highly aggregated
data vs. precise, direct measurements

* how do we get to root causes?
— natural experiments that compare policy A vs. policy
B?
* cross-disciplinary work
— with policy experts? social science and public policy
— statistics
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Network Measurement Needs Math

* Internet measurement is fascinating
* analysis is essential
* can we do better?

* your take?
— papers: http://www.isi.edw/ant/pubs/
— our data is available at no cost;
http://www.isi.edu/ant/traces/ or
https://www.predict.org
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