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Disclaimer
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This presentation and its contents are NOT based on Aramco network data 
and instead based on lab-simulated and research data available from 
different online resources. All slides are solely those of the presenter and not 
necessarily reveal the Aramco’s Security Policies and Standards.
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DNS Privacy Protocols
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§ DNS is always vulnerable to C2 Tunneling Attacks

§ DNS-over-HTTP due to inherent obfuscation, is now more lucrative for attackers

DNS Tunneling Attack
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§ Active

▸ DNS Query Logs (Shannon Entropy, Top Talkers)

▸ Disable DNS 

§ DoT (port 853) 

§ Disable Well-Known DOH Providers (Google, Quad9, Cloudflare, Xfinity, OpenDNS, AdGuard)

§ Disable Well-Known DOQ Providers (AdGuard)

§ Passive

▸ Deploy DNS Proxy:  dnsdist, dnscrypt/doh-server, sinkhole

▸ DNS Capturing:  Zeek, NetFlow & Lock-less DNSTAPs

Protections against DNS Tunnels
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This approach is not 
going to scale in future



§ Possible Analytics / Machine Learning Approaches

▸ Numerical Clustering using K-Means / DBSCAN

▸ JA3 or JA4 Fingerprinting

Attack Detection & Response
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K-Means | Euclidean Distance Formula



Cyber Security
is a key towards

excellence

Questions
& Answers
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