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DNS Failures & Attacks Happened a Lot 
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Outline
• Automated discovery of DNS bugs with fuzzing 

– ResolverFuzz [Security’24]


• Configuration-guided fuzzing 
– Ongoing work


• Conclusion
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https://dns-debug.github.io/

https://dns-debug.github.io/


Fuzzing in a Nutshell
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$ ./testme --help

Usage: testme <int32_arg>

$ ./testme AAAA

Please enter an integer!

$ cat fuzzer.sh

while :

do

  input="$(dd if=/dev/urandom bs=4 count=1)"

  ./testme $input || echo $input >> crash_seeds

done

Slides credit: Mathias Payer



Challenges of DNS Fuzzing
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• Standard Fuzzing

– Stateless (program reset after 1 input)

– Default configuration

– Focusing on software crash

– Single programming language

• DNS fuzzing

– Stateful (query & response, resolver cache)

– Customized configurations

– Crash, cache poisoning, denial of service, …

– Multilingual system (C, C++, C#, Go)



DNS CVEs
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• Manual analysis of 423 DNS CVEs from 1999-2023

– 291 CVEs about 6 DNS software

– 245 CVEs about DNS resolvers

– 109 CVEs don’t trigger any crash!

– 93 crash CVEs are non-memory (e.g., assertion failures)



ResolverFuzz [Security’24]

8[Security’24] Zhang et al. ResolverFuzz: Automated Discovery of DNS Resolver Vulnerabilities with Query-Response Fuzzing



• PCFG (Probabilistic Context-Free 
Grammar)

– Probability assignment based on 

CVE study

– Following DNS syntax, no semantics 
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ResolverFuzz: Test Case Generation

[1] Jeitner et al., Injection Attacks Reloaded: Tunnelling

Malicious Payloads over DNS. Usenix Security’21.

• Byte mutation

– Special characters to trigger 

decoding issue 

– \., \000, @, /, \, … [1]
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• Query-response input

– Short sequence based on CVE study

Header 
QNAME 
QTYPE …

Header 
QNAME 
QTYPE …

RDATA…

Query x 1 Response x 1

ResolverFuzz: Stateful Fuzzing

• Selective configurations

– Recursive-only

– Forward-only

– Conditional DNS (CDNS)

– CDNS with fallback
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• Resource consumption oracle

– Abnormal frequency of logged operations


– e.g., cache search

DNS Software 
cache records

Bisecting K-means

ResolverFuzz: Oracles
• Cache poisoning oracle

– Differential testing

– Clustering on cache records


• Crash oracle

– Process monitoring in docker



Evaluation Results
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• 23 bugs discovered

– Cache poisoning, resource consumption, crash

– 15 CVEs assigned

– Outperform dns-fuzz-server, DNS fuzzer and SnapFuzz
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MaginotDNS [Security’23] Phoenix Domain [NDSS’23] TuDoor [S&P’24]



Outline
• Automated discovery of DNS bugs with fuzzing 

– ResolverFuzz [Security’24]


• Configuration-guided fuzzing 
– Ongoing work


• Conclusion

14
https://dns-debug.github.io/

https://dns-debug.github.io/


A Configuration-related Bug
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BIND CVE-2022-3736 (CVSS: 7.5 High)

Customized 
config options

Normal 
DNSSEC Query



Challenges & Ideas & Plan
• Challenges for configuration-guided fuzzing


– Large fuzzing space: network input X configuration options

– Large rebooting overhead after changing configurations

– Unknown syntax & semantics of valid configuration options
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• Our ideas

– Identifying security-related configuration options (e.g., CVE study)

– Collaborative generation of seed input and configurations

– Tracking in-memory representations of configuration options for rapid mutation

– Fuzzing scheduling guided by configurations


• Evaluation plan

– Profuzzbench (10 out of 13 subjects support customized configurations)

– DNS software (e.g., BIND9)
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Vulnerability Disclosure
• Vulnerable DNS software


• Vulnerable public resolvers
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Final Thoughts
• DNS is a mature infrastructure, but still many 

problems

– New RFCs, implementations, use cases


– Old bugs can be revived!

– Inconsistency & Under-specification
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• Research questions

– How to find more non-trivial DNS bugs?


– Configuration-based stateful fuzzing (ongoing)

– Longer sequence of requests and responses


– “Universal” stateful fuzzing
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THANK YOU AND QUESTIONS!


