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Why should we care? Open DNS enables amplification attacks!
Leading to unwanted traffic and unexpected traffic shifts

Spoofed DNS Request Unwanted DNS Response



Transparent DNS Forwarders
M. Koch, M. Nawrocki, T.C. Schmidt, M. Wählisch
DINR’24 Virtual Workshop

Slide 3

Recursive Resolver

Recursive Forwarder

Transparent Forwarder

IP src: 7.7.7.7
IP dst: 8.8.8.8
Query: A google.com

Client
(7.7.7.7)

Public
Recursive Resolver

(8.8.8.8)

Authoritative 
Nameserver

IP src: 8.8.8.8
IP dst: 7.7.7.7
A: 142.251.209.142

1

2

3

Open and Public DNS Infrastructure
Components



Transparent DNS Forwarders
M. Koch, M. Nawrocki, T.C. Schmidt, M. Wählisch
DINR’24 Virtual Workshop

Slide 4
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Open and Public DNS Infrastructure
Components

Recursive Resolver

Recursive Forwarder
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Controlled Experiments
Transparent forwarders fall off the radar

Censys Shadowserver Shodan Our Scans

 # ODNS 1.6M 1.9M 1.1M 1.84M

Transparent 
forwarders detected

(31% forwarders)

M. Nawrocki, M. Koch, T. C. Schmidt, M. Wählisch, ACM CoNEXT, 2021, 
https://doi.org/10.1145/3485983.3494872

Details, see paper.

https://doi.org/10.1145/3485983.3494872
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Our Contribution
Monitoring and analyzing ODNS infrastructure
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Our Contribution
Monitoring and analyzing ODNS infrastructure

Responsible disclosure: We try to contact network 
operators that host transparent forwarders in order 
to reduce their impact on the ODNS infrastructure
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Our Contribution
Monitoring and analyzing ODNS infrastructure

Large ISP added filter rules at their resolver
→ eliminated 280K transparent forwarders 
(decrease from 38% transparent forwarders to 31%)
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Where is transparent forwarder deployment most popular?
Current results

1. Countries classified as emerging markets are more likely to host transparent forwarders
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Where is transparent forwarder deployment most popular?
Current results

1. Countries classified as emerging markets are more likely to host transparent forwarders

2. In each country, multiple ASes host forwarders.
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Where is transparent forwarder deployment most popular?
Current results

1. Countries classified as emerging markets are more likely to host transparent forwarders

2. In each country, multiple ASes host forwarders.

3. In some countries, the ODNS consists almost exclusively of transparent forwarders.
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Outlook
Measuring transparent forwarders over…

DoUDP DoTCP DoTLS DoHTTPS DoQUIC

# Transparent 
Forwarders

590K 2.4K

Supported
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Outlook
Measuring transparent forwarders over…

DoUDP DoTCP DoTLS DoHTTPS DoQUIC

# Transparent 
Forwarders

590K 2.4K

Supported

soon
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Weekly scan results and Open DNS classification: 
odns.secnow.net

https://doi.org/10.1145/3485983.3494872

http://odns.secnow.net
https://doi.org/10.1145/3485983.3494872
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Backup Slides
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Transparent DNS Forwarders 
Deployment scenarios
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Transparent DNS Forwarders 
Behavior over TCP
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Transparent DNS Forwarders 
Behavior over TCP

S TF RR

TCP Handshake

DNS Transaction

We receive a SYN/ACK from 
TF but the DNS response is 
sent by RR.
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Transparent DNS Forwarders 
Behavior over TCP

S TF RR

TCP Handshake

DNS Transaction

We receive a SYN/ACK from 
TF but the DNS response is 
sent by RR.

We are analyzing this case. 
Current results reveal that RR 
is the router for TF.
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Transparent DNS Forwarders 
Public resolver project share



Transparent DNS Forwarders
M. Koch, M. Nawrocki, T.C. Schmidt, M. Wählisch
DINR’24 Virtual Workshop

Slide 22

1. Open transparent forwarders facilitate DNS amplification attacks
Even worse compared to recursive resolvers 

2. Open transparent forwarders allow attackers to exploit anycast deployments 
Challenges PoP-based DDoS mitigation 

3. Your AS forwards packets that look like spoofed IP packets 
Attribution is challenging because these packets are triggered outside your AS

Solutions:
(1) Update filter rules, or

(2) Update transparent forwarders.

You are (unintentionally) hosting transparent forwarders?


