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EXTENDED ABSTRACT

Motivation and Background The constrained Internet of Things
(IoT) is characterized by only a few hundreds of kilobytes of avail-
able persistent and non-persistent memory and by networking
technologies that have low throughput, high packet loss, and asym-
metric link characteristics [1]. Current approaches to enable secure
and privacy-friendly name resolution, such as DNS over HTTPS,
DNS over QUIC, and even DNS over DTLS, conflict with these
constraints [2]. Consequently, these approaches are not suitable.

We propose DNS over CoAP (DoC) to allow for encrypted DNS
in constrained environments. DoC is adopted by the IETF [3] and
has been extensively evaluated [2]. Our proposal features REST-
ful communication by using the Constrained Application Proto-
col (CoAP) [5], which provides communication principles similar
to HTTP (see Figure 1).

Objective The aim of this presentation is twofold. First, we want to
raise further awareness of DoC to identify new questions of interest
to researchers and operations in the context of constrained but
secure name resolution. Second, we want to discuss gaps in datasets
we identified while trying to better understand the potentials of
constrained name resolution for the broader Internet.

Outline In detail, we present our evaluation of different design
choices of DoC. Our findings indicate that plain DoC is on par with
common DNS solutions for the constrained IoT but significantly
outperforms other encrypted solutions (e.g., DTLS) when combining
DoC with object security using OSCORE. With OSCORE, we can
save more than 10 kBytes of code memory compared to DTLS when
a CoAP application is already present (see Figure 2), and retain
the end-to-end trust chain with intermediate CoAP proxies, while
leveraging features such as group communication or encrypted
en-route caching.

We also discuss a more concise DNS message format based on
CBOR [4] that utilizes the features of RESTful DNS, allowing a
resolver to change the exchanged content type. This new concise
message format reduces DNS responses by 50% for the vast majority
of requests visible in our DNS data set, compared to common DNS
message format.
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Figure 1: Basic DNS over CoAP (DoC) architecture
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Figure 2: Memory consumption of each DNS transport with
existing CoAP example application.
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