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Abstract

/" DNS-over-QUIC (DoQ) is a bigger cybersecurity problem as it's a difficult to
selectively block malicious DoQ traffic (C2 Tunnels, UDP punch holes) in an
enterprise network. Blocking the whole DNS-over-QUIC protocol actually restricts

access to all QUIC and HTTP 3.0 based services to the enterprise users.

Therefore, enterprises have no other option except allowing QUIC protocol
therefore posing a greater risk of exploitation of vulnerabilities in DNS-over-QUICK
protocol. This presentation will highlight different fingerprinting guidelines which
might be helpful in discovering such exploitations of DNS-over-QUIC protocol, by
utilizing ML/AL algorithms.
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