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Context
• builds on prior work [Gao00a] in routing 

analysis
– basic model of BGP
– defined set of rules to avoid loops due to policy
– what aspects of BGP can cause problems?

• policies can affect path choice; policies can conflict

• also prior work of Govindan and Reddy to 
understand AS structure
– previous measurement of AS degree, inference 

of hierarchy by AS size
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Digression: Non-converging Policies
• because policies 

can specify 
arbitrary behavior, 
conflicts can result

• problems can 
happen even with 
very simple 
topologies and 
policies
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example: route from A/B/C to D
policy at A/B/C: prefer clockwise
path over direct path

will oscillate indefinitely 
between two states

[Govindan99c,
Figure 3] “An 
Architecture for Scalable, 
Analyzable Internet Routing”
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Limiting Policies to Promote 
Stability 

• prior work by Gao and 
Rexford “Stable 
Internet Routing 
Without Global 
Coordination”

• proposed limiting 
acceptable policies
– exploit the semi-

hierarchical nature of 
the Internet

• don’t connect any peers
• force tree structure, then no loops
• but this gives long paths, less 
robust

• basic idea in [Gao00a] is to start with a 
tree and then add other peerings in a way 
that guarantees no loops
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Key Ideas
• tries to infer AS relationships from BGP 

routing tables
– customer-provider, peers, siblings

• why care?
– prior paper [Gao00a] uses structure to avoid 

policy conflicts
– implication of policy constraints: physical 

connectivity doesn’t mean reachability
– can determine structure of the net from publicly 

available information
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Why AS Relationships Matter

• AS relationships affect 
traffic
– “connectivity does not 

imply reachability”
– or AS-level connectivity 

does not imply IP-level 
reachability

• suppose we want to 
know
– shortest possible path
– consequences of 

removing router or AS
– reachability in a 

simulation of the 
Internet

=> need this info
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AS Relationships?
• provider

– sells service to customer
– transit traffic for my 

customers
– propagate routes for 

customers
• customer

– gets service from provider
– import all routes that the 

provider offers

• (transit)
• peer

– on same level
– tell each other about “their”

routes (their networks and 
their customer’s networks)

– don’t transit traffic
• siblings

– on same “level” as each 
other

– agree to share routes with 
each other

– agree to transit traffic for 
each other
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Relationships in the Network

peers

provider-
customer

siblings

propagate customer’s data,
but don’t transit traffic

propagate customer’s data,
and can transit traffic

customer 
exports it’s 
routes and 
gets all from 
provider,
but doesn’t 
transit
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Assumptions Behind Heuristics
• bigger ASes go at the top

– size measured by number of edges
– pragmatic assumption

• supported by other work [Faloutsos ‘99 
SIGCOMM]

• but weakened since large ISPs use multiple ASes

• only certain policies are possible
– peers don’t route traffic through clients
– etc.  (see [Gao00b] for other constraints)
– empirically good policies, but not required
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Valley Free Paths and Siblings
• asserts that paths must be valley free

– only go up, over one peer, then down
– up means client-to-provider or sibling-to-sibling

• sibling vs. peer
– siblings transit traffic (sibling to sibling to sibling)
– peers do not (only peer-peer, not p-p-p)
– implication:

• peers are the “tier-1” ISPs
• siblings are smaller ISPs that are nicer to each other

– (kind of a hack?  not very tight definition)
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Basic Algorithm
with all observed paths:
1. find AS degree
2. determine transit relationships
3. assign relationships (for each u-v)

a. u transits v and vice versa: sibling
b. v transits u and not u tx v: provider-customer
c. u transits v and not v tx u: customer-provider

4. [in final algorithm] identify peers as 
siblings who don’t transit
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Validation
• hard to validate (because 

we can’t get the truth)
• compared to AT&T data

– basically good match
– but requires tuning L and 

R?
– details omitted because 

data is proprietary (so 
hard to know)

• used whois
– somewhat shaky 

methodology

[Gao02a, Table III]
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Other questions/observations?
• terms: export/import

– see example discussed in place
– export routes if it’s consistent with your 

policies and relationships
– import (accept) routes from someone 

else, again, if it’s consistent with your 
relationship/policies


