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BGP Routing

CSci551: Computer Networks
SP2006 Thursday Section

John Heidemann
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Prerequesites
• Addressing

– subnetting and CIDR
– aggregation

• Routing algorithms
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References
• [Gao00b] sections 2.1 and 3.1

– excellent terse overview of BGP
– see also [Gao02a] section II

• BGP4: Inter-Domain Routing in the 
Internet, by John Stewart
– highly recommend for details about this 

material
• RFC-1654 [Rekhter95a]
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Why BGP?
• widely used in the Internet
• primary EGP today
• real protocol
• very flexible

– allows implementation of policies
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BGP Basic Idea
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Don’t Always Need BGP
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Simplify: No Dynamic Routing
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Complicate: Multihoming
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Where and Why is BGP Used?
• where

– Internet routers
– betweens ISPs 

(primarily EGP)

• why
– to control routing to 

improve efficiency
– control policy for 

business reasons
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Aspects of BGP
• BGP as a protocol
• mechanisms to control policy
• E-BGP vs. I-BGP
• Multihoming
• Other issues
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BGP Terminology
• AS: autonomous system (a area of the network 

under a single adminstrative control for routing)
• peer: an adjacent router (a router you swap routes 

with)
– peering: two ASes that agree to swap traffic

• exchange point: location where many ISPs come 
together
– NAP, POP

• RIB: routing information base
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AS Types
• stub: AS with one connection to the 

internet
• multi-homed: multiple connections to 

other ISPs
• transit traffic: send traffic from you to 

a third party
• default route: xxx
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AS categories
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BGP Messages
• OPEN: sets up timeout, AS, id, etc.
• UPDATE: update (inject, withdraw) 

routes with attributes
• NOTIFICATION: error reporting
• KEEPALIVE: no change, but link is 

up
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Optional parameters <type, length, value>

BGP OPEN message

Length Type: update

0 1 2 3

Marker (security and message delineation)

version
My autonomous system Hold time

BGP identifier
Parameter length

•My AS: id assigned to that AS
•Hold timer: max interval between KEEPALIVE or UPDATE messages
•BGP ID: address of one (typically virtual) interface and is same for all messages
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Messages go over TCP
• Why TCP?

– reliablity
– routing tables can be large (need ordering, 

bytestream, etc.)
– want to send routing info over multiple hops
– compare OSPF vs. BGP in [Shaikh00a]

• What and why are BGP keep-alives?
– [see Shaikh00a]
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Protocol Observations
• how does BGP know when the link is out?

– KEEPALIVES or periodic messages
– …we’ll talk about this in [Shaikh00a]

• how does BGP avoid looping paths?
– AS-PATH with each route

• list of all the ASes were in the route, as far as you 
know

– …we’ll talk about this in [Labovitz00a]
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BGP Attributes
• ORIGIN: where prefix originates
• AS-PATH: path for routing
• NEXT-HOP: where to send data
• MULTI-EXIT-DISCRIMINATOR: 

used to influence multihoming
will cover policy stuff shortly
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Why BGP attributes?
• for correctness

– ex: loop elimination
• to implement policy

– can do a lot more
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AS-PATH
• Why?

– want to do loop detection to avoid 
counting to infinity

• What?
– accumulate list of each AS that forwards 

route
– but what about aggregation?

• support sets and sequences in AS path (ex.)

3f_bgp_routing: CSci551 SP2006 © John Heidemann 45

Aspects of BGP
• BGP as a protocol
• mechanisms to control policy
• E-BGP vs. I-BGP
• Multihoming
• Other issues
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Why policy? 
• to implement commercial/business 

constraints
• could be fore security reasons

– ex: when stopping a DoS attack
• control packet flow for efficiency

– different links with diff bandwidth
– load balancing
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Policy 1: LOCAL-PREF
• From local configuration

– affects your AS only
– (does not propagate to others)
– can influence any prefixes

• Pick with path to prefer for a prefix
• Rule: BGP prefers paths with higher 

LOCAL-PREF
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LOCAL-PREF Example 1

us:
AS1
11/8

them:
AS2
12/8

Link A

Link B
c d

a b

You are AS1
with two links A & B
to AS2.
How to force all traffic
to AS2’s prefix 12/24
through link A?

12/8: b (LP=12)
12/8: d (LP=8)


