CS555Syllalbus—Spring2001

JohnHeidemann

Januaryl1,2001

ClassmeetsFriday, 9amto 11:15ampeginningJanuaryl2 andendingApril 27. Thereareno vacationdays,
andthe stopperioddoesnotintersecttlassrondays.Thefinal is May 2nd,from 8amto 10am.

Changes: This syllabus may be updatedover the semesterThe mostrecentversioncanalwaysbe found at
http://www.isi.edu/ johnh/WORK/CS55 5/SP20 01/SY LLABUS (html) and http://www.isi.
edu/" johnh/WORK/CS555/SP2001/SYLLAB  US/pap er.pd f (pdf).

11-Jan-01:the syllahus was substantallychangedo balanceclassesfter Feh 9. If you have a copy of the
syllabusfrom beforeJan.11, please update it.

Obtaining these papers. All of thesepapersareavailablefrom the CSci555web syllabus (seeURL above)
in PDFformat. Becausedhey arecopyrightedthey areavailableonly for classroonuse. The paperson the web
site are password protectedo inforce this; the passverd will be givento you on the first day of class,or e-mail
the TA to askabouitit.

Youareencouragetb downloadandprint thepapers Downloadedhey take upabout95MB storage Because
therearemary paperq71) andmary, mary pagegmorethan900),you arestrongly encouragedo usea double-
sidedprinter. Youwill needa 3-inchbinderif you keepthemthatway.

Someof the paperswverescannedthesetendto have large ( 3-5MB) PDFfiles. Thesemay alsolook slightly
fuzzy whenprinted. Someof the paperdo not displaywell in Acrobaton the screenput they all shouldlook
reasonablevhenprinted.

Optionaltext: [Coulouris94a]

[1. Coulouris9da] Geoge Coulouris,JeanDollimore, and Tim Kindberg. Distributed Systems: Concepts and
Design. Addison-Weésley, secondedition,1994.

Class 1 (Jan.12): Diagnostic exam today.

Diagnostic Exam. Seehttp://www.isi.edu/ johnh/WORK/CS55 5/SP2 001/B ROCHURfor de-
tails.

Introduction:overview andaboutreadingpapers{Hanson89al_evin83a,Sandbeg85a].

[2. Hanson89a] MichaelJ. Hanson. Efficient readingof paperdn science.Brochureof unknown origin, 1989.
[classPDFcopy]



[3. Levin83a] Roy Levin andDavid D. Redell. An evaluationof the ninth SOSPsubmissionspr how (andhow
not) to write a goodsystemsgpaper ACM Operating Systems Review, 17(3):35-40,July 1983.[classPDF
copy]

[4. Sandberg85a] RusselSandbeg, David Goldbeqg, Steve Kleiman, Dan Walsh,andBob Lyon. Designand
implementatiorof the Sun Network File System. In USENIX Conference Proceedings, pages119-130.
USENIX, Junel985.[classPDFcopy]

Class 2 (Jan.19): Homework 1 given.
Designprinciples[Saltzer81al ampson83aClark80a]. Optional: Text Chapter2 (DesignGoals).

[5. Saltzer81a] J.H. SaltzerD. P. ReedandD. D. Clark. End-to-endargumentsn systemdesign. Proceedings
of the 2nd International Conference on Distributed Computing Systems, pages509-512 April 1981.[class
PDFcopy]

[6. Lampson83a] Butler Lampson.Hints for computersystemdesign. In Proceedings of the 9th Symposium on
Operating Systems Principles, pages33-48,BrettonWoods,New Hampshire October1983. ACM. [class
PDFcopy]

[7. Clark80a] David Clark andLiba Swobodor. Designof distributed systemssupportinglocal autonomy In
Proceedings of the 20th IEEE COMPCON, pages438—444.|EEE, Februaryl980. [classPDF copy]

Concurreng: MonitorsandRPCandtheir duality: [Lampson80al_.auer78aBirrell84a] .

[8. Lampson80a] B.W. LampsorandD.D. Ridell. Experiencesvith processorandmonitorsin Mesa. Commu-
nications of the ACM, 23(2):105-117Februaryl1980.[classPDF copy]

[9. Lauer78a] HughC. LauerandRogerM. Needham.On the duality of operatingsystemstructures.In Pro-
ceedings of the Second International Symposium on Operating Systems, pagesA08—423.INRIA, October
1978. reprintedin OperatingSystem®Review 13(2),April 1979,pp. 3-19.[classPDFcopy]

[10. Birrell84a] A. Birrell andB. Nelson. Implementingremoteprocedurecalls. ACM Transactions on Com-
puter Systems, 2(1):39-59 February1984.[classPDF copy]

Class 3 (Jan.26): Homework 1 due; homework 2 given.
AdvancedmonitorsandRPC[Hoare78aHauser93aWaldo99a). Optional: Text Chapter5 (RPC).

[11. Hoare78a] C.A. R.Hoare.CommunicatingsequentiaprocessesCommunications of the ACM, 21(8):666—
677,August1978.[classPDFcopy]

[12. Hauser93a] Carl HauseyChristianJacobiMarvin Theimer BrentWelch,andMark Weiser Usingthreads
in interactve systems:A casestudy In Proceedings of the 14th Symposium on Operating Systems Princi-
ples, page94-105Decemberl993.[classPDFcopy]



[13. Waldo99a] Jim Waldo. TheJini architecturdor network-centriccomputing. Communications of the ACM,
42(10):76-820ctober1999.[classPDF copy]

DSM: [Li89a, Carter91a]

[14.Li89a] Kai Li andPaul Hudak. Memory coherencén sharedvirtual memorysystems.ACM Transactions
on Computer Systems, 7(4):321-359Novemberl989.[classPDFcopy]

[15. Carter91a] JohnB. Carter JohnK. Bennett,andWilly Zwaenepoel.Implementatiorand performanceof
Munin. In Proceedings of the Thirteenth Symposium on Operating Systems Principles, pages152—-164.
ACM, October1991.[classPDFcopy]

Class 4 (Feh 2)
Distributedsystemsandevents:[Carriero85aBirman93aOusterhout96a]

[16. Carriero85a] NicholasCarrieroandDavid Gelernter The S/Nets Linda kernel. In Proceedings of the
Tenth Symposium on Operating Systems Principles, pages110-129. ACM, December1985. [classPDF

copy]

[17. Birman93a] K. P. Birman. Theprocesgroupapproacho reliabledistributedcomputing. Communications
of the ACM, 36(12):36-53Pecemberl993.[classPDFcopy]

[18. Ousterhout96a] JohnOusterhoutWhy threadsareabadidea(for mostpurposes)Invited Talk atthe 1996
USENIX TechnicalConferenceJanuaryl996. [classPDF copy]

Causalityandtime: [Lamport78aJeferson85a]

[19. Lamport78a] LeslieLamport. Time, clocks,andthe orderingof eventsin a distributedsystem.Communi-
cations of the ACM, 21(7):558-565July 1978.[classPDF copy]

[20. Jefferson85a] David R. Jeferson. Virtual time. ACM Transactions on Programming Languages and
Systems, 7(3):404-425,July 1985.[classPDFcopy]

Class 5 (Feh 9)
Schedulingandembeddedystesm{Waldspuger94aZuberi99aHill00Oa] . ([Hill00a] is new thisyear)

[21. Waldspurger94a] Carl A. WaldspugerandWilliam E. Weihl. Lottery scheduling:Flexible proportional-
shareresourcenanagementin Proceedings of the First USENIX Symposium on Operating Systems Design
and Implementation, pagesl—11,Montergy, CA, Novemberl994.USENIX. [classPDF copy]

[22. Zuberi9Qa] Khawar M. Zuberi, Padmanabhaillai, and Kang G. Shin. EMERALDS: a small-memory
real-timemicrokernel. In Proceedings of the 17th Symposium on Operating Systems Principles, pageto
appearKiawahlsland,SC,USA, Decembefl999.ACM. [classPDF copy]



[23. Hill0Oa] JasorHill, RobertSzevczyk, Alec Woo, SethHollar, David Culler, andKristofer Pister System
architecturedirectionsfor network sensors. In Proceedings of the 9th International Conference on Ar-
chitectural Support for Programming Languages and Operating Systems, pages93—-104,Cambridge MA,
USA, November2000.ACM. [classPDFcopy]

Naming: Classicnaming:[Saltzer82aNeuman92bNeuman89b]

[24. Saltzer82a] JermomeH. Saltzer On the namingand binding of network destinations. In International
Symposiumon Local Computer Networks, pages311-317 April 1982.[classPDFcopy]

[25. Neuman92b] B. Clifford Neuman. The Prosperdrile System:A global file systembasedon the virtual
systemmodel. Computing Systems, 5(4):407-432Fall 1992.[classPDFcopy]

[26. Neuman89b] B. Clifford Neuman. The needfor closurein large distributed systems. Operating System
Review, 23(4):28-300ctober1989. [classPDF copy]

Class 6 (Feh 16): Homework 2 due; homework 3 given.
NamingsystemgSechrest92aRike92a AdjieWinoto99b]. (AdjieWinoto99bwasaddedmid-termlastyear)

[27. Sechrest92a] StuartSechresandMichaelMcClennen. Blendinghierarchicalandattribute-basedile nam-
ing. In Proceedings of the 12th International Conference on Distributed Computing Systems, Junel1992.
[classPDFcopy]

[28. Pike92a] Rob Pike, Dave Presotto Ken ThompsonHoward Trickey, and Phil Winterbottom. The useof
namespacesn Plan9. In Proceedings of the 5th ACM S GOPS European Workshop, pagesr2—76,Mont
Saint-Michel,1992.ACM. [classPDF copy]

[29. AdjieWinoto99b] William Adjie-Winoto, Elliot Schwartz, Hari BalakrishnanandJeremylLilley. Thede-
sign and implementationof an intentionalnamingsystem. In Proceedings of the 17th Symposium on
Operating Systems Principles, pageto appear Kiawah Island, SC, USA, Decemberl999. ACM. [class
PDFcopy]

Physicaffile systemd: [McK usick84aRosenblum91la] (Optional: Text Chapter7 (File Service:A Model).)

[30. McKusick84a] MarshallMcKusick,William Joy, Samueleffler, andR. Fabry. A fastfile systenfor UNIX.
ACM Transactions on Computer Systems, 2(3):181-197August1984.[classPDF copy]

[31. Rosenblum9la] Mendel Rosenblumand JohnK. Ousterhout. The designandimplementationof a log-
structuredfile system. In Proceedings of the 13th Symposium on Operating Systems Principles, pages
1-15.ACM, October1991.[classPDF copy]

Class 7 (Feh 23): Term paper proposals due.
Physicalffile systemdl: [Seltzer95aSweeng96a,Patterson88a]



[32. Seltzer95a] Margo Seltzer Keith A. Smith, Hari Balakrishnan,JacquelineChang, SaraMcMains, and
VenkataPadmanabhan.File systemlogging versusclustering: A performancecomparison. In USENIX
Conference Proceedings, page249-264 New Orleans A, Januaryl995.USENIX. [classPDF copy]

[33. Sweeney96a] AdamSweeng, DougDoucetteWei Hu, CurtisAndeersonMik e Nishimoto,andGeof Peck.
Scalabilityin the XFS file system. In USENIX Conference Proceedings, pagesl—14. USENIX, January
1996.[classPDFcopy]

[34. Patterson88a] David A. PattersonGarthGibson,andRandyH. Katz. A casefor redundantrraysof inex-
pensve disks(RAID). Proceedings of the 1988 ACM SGMOD International Conference on Management
of Data, pagesl09-116,Junel988.[classPDF copy]

File systembehavior anddistributedfile-systemd: [Vogels99aSandbeg85a]. (Note: the Sandbeg paperis
areview from thefirst class.)(Optional: Text Chapter8 (File Service:CaseStudies).)

[35. Vogels99a] WernerVogels. File systemusagan Windows NT 4.0. In Proceedings of the 17th Symposium
on Operating Systems Principles, pageto appeayKiawahlsland,SC,USA, Decemberl999. ACM. [class
PDFcopy]

[Sandberg85a] seeabove.

Class 8 (Mar. 2)
Distributedfile-systemdl: [Gray89a,Howard88al].

[36. Gray89a] Cary Gray and David Cheriton. Leases:An efficient fault-tolerantmechanisnfor distributed
file cacheconsisteng. In Proceedings of the Twelfth Symposium on Operating Systems Principles, pages
202-210ACM, Decembet1989.[classPDF copy]

[37. Howard88a] JohnHoward,MichaelKazat SherriMeneesDavid Nichols,Mahade SatyanarayanaiRobert
SidebothamandMichaelWest. Scaleandperformancen a distributedfile system.ACM Transactions on
Computer Systems, 6(1):51-81 February1988.[classPDF copy]

Replicatedile systemd: [Walker83a,Anderson95aGifford79a].

[38. Walker83a] Bruce Walker, Gerald Popek,RobertEnglish, CharlesKline, and Greg Thiel. The LOCUS
distributed operatingsystem. In Proceedings of the Ninth Symposium on Operating Systems Principles,
pagest9-70.ACM, Octoberl983.[classPDF copy]

[39. Anderson95a] ThomasE. Anderson,Michael D. Dahlin, JeannaVl. Neefe,David A. PattersonDrew S.
Roselli,andRandolphY. Wang. Senerlessnetwork file systems.n Proceedings of the 15th Symposium on
Operating Systems Principles, pagesl09-126 CopperMountainResort,Colorado,Decembed 995.ACM.
[classPDFcopy]

[40. Gifford79a] David K. Gifford. Weightedvoting for replicateddata. In Proceedings of the Seventh Sympo-
siumon Operating Systems Principles, pagesl50-162 ACM, Decembet1979.[classPDF copy]



Class 9 (Mar. 9): Homework 3 due; homework 4 given. Term paper proposals must be accepted. Midterm
exam today.

Replicatedile systemdl: Coda,Ficus[Kistler92a,Guy90b].

[41. Kistler92a] James).KistlerandMahade Satyanarayanarbisconnecte@perationin the Codafile system.
ACM Transactions on Computer Systems, 10(1):3—-25,1992.[classPDFcopy]

[42. Guy90b] RichardG. Guy, JohnS. HeidemannWai Mak, Thomasw. Page,Jr., GeraldJ. Popek.andDieter
Rothmeier Implementatiorof the Ficusreplicatedfile system.In USENIX Conference Proceedings, pages
63—71,Anaheim,CA, Junel990.USENIX. [classPDF copy]

Midterm exam.

Spring Break

March 16: Springbreak,no class.

Class 10 (Mar. 23)
Distributedstate:[Chandy85al. amport82a]

[43. Chandy85a] K. Mani Chandyand Leslie Lamport. Distributed snapshotsDeterminingglobal statesof
distributed systems. ACM Transactions on Computer Systems, 3(1):63—75,February1985. [classPDF

copy]

[44. Lamport82a] LeslieLamport,RobertShostakandMarshallPeaseTheByzantinegeneralgproblem.ACM
Transactions on Programming Languages and Systems, 4(3):382—401July 1982.[classPDF copy]

Kernels. microkernels[Black92a,Wulf74a, Liedtke93a](Optional: Text Chapterl8.1-6(CaseStudies).)

[45. Black92a] David L. Black, David B. Golub, Daniel P. Julin, RichardF. Rashid,RichardP. Draves, Ran-
dall W. Dean, AlessandroForin, JosephBarrera,Hideyuki Tokuda, GeraldMalan, and David Bohman.
Microkerneloperatingsystemarchitectureand Mach. In Proceedings of the USENIX Symposium on Mi-
crokernels and Other Kernel Architectures, pagesl1-30,April 1992.[classPDF copy]

[46. Wulf74a] W. Wulf, E. Cohen,W. Corwin, A. JonesR. Levin, C. Pierson,andF. Pollack. HYDRA: the
kernelof a multiprocessooperatingsystem. Communications of the ACM, 17(6):337-345,June1974.
[classPDFcopy]

[47. Liedtke93a] JocherlLiedtke. Improving IPC by kerneldesign. In Proceedings of the 14th Symposium on
Operating Systems Principles, pagesl75-188,Asheville, North Carolina,Decemberl993. ACM. [class
PDFcopy]

Class 11 (Mar. 30): Term papers due; homework 5 given.
Microkernelperformancendvirtual machines{Chen93bBugnion97a]



[48. Chen93b] J.Bradley ChenandBrian N. Bershad. The impactof operatingsystemstructureon memory
systemperformance.In Proceedings of the 13th Symposium on Operating Systems Principles, pagesl20—
133.ACM, Decembel993.[classPDF copy]

[49. Bugnion97a] EdouardBugnion,ScottDevine, andMendelRosenblum.Disco: Runningcommaodityoper
ating systemson scalablemultiprocessors.In Proceedings of the 16th Symposium on Operating Systems
Principles, pagesl43—-156 St. Malo, France October1997.ACM. [classPDF copy]

Layering: (we'll revisit the layering portionsof [Sandbeg85a]and [Guy90b] [Hutchinson91aRitchie84a,
Sandbeg85a,Guy90b].

[50. Hutchinson91a] NormanC. Hutchinsonand Larry L. Peterson. The z-Kernel: An architecturefor im-
plementingnetwork protocols. |EEE Transactions on Software Engineering, 17(1):64—76 Januaryl991.
[classPDFcopy]

[51. Ritchie84a] DennisM. Ritchie. A streaminput-outputsystem.AT& T Bell Laboratories Technical Journal,
63(8):1897-19100ctober1984.[classPDF copy]

[Sandberg85a] seeabove.

[Guy90b] seeabove.

Class 12 (Apr. 6): Homework 4 due.
Abstractionin thesmallandlarge [Bershad95akox97a].

[52. Bershad95a] Brian N. Bershad,Stefan Savage, Przemyslav Pardyak, Emin Gun Sirer, Marc Fiuczynski,
David Becler, SusanEggers,and Craig Chambers. Extensibility, safetyand performancean the SPIN
operatingsystem.In Proceedings of the 15th Symposium on Operating Systems Principles, pagex67—-284,
CopperMountainResort,Colorado,Decembefl 995. ACM. [classPDF copy]

[53. Fox97a] ArmandoFox, Steven D. Gribble, Yatin Chavathe,Eric A. Brewer, and Paul Gauthier Cluster
basedscalablenetwork services.In Proceedings of the 16th Symposium on Operating Systems Principles,
pages’8-91,St. Malo, France October1997.ACM. [classPDFcopy]

Security: Securityoverview: [Needham78ayoydock83a,Schneier96a] (Optional: Text Chapterl6 (Secu-
rity).)

[54. Needham78a] RogerM. NeedhamandMichael D. SchroederUsingencryptionfor authenticationn large
networks of computers.Communications of the ACM, 21(12):993-999Decemberl978.[classPDFcopy]

[55. Voydock83a] V. L. VoydockandS. T. Kent. Securitymechanismén high-level network protocols. ACM
Computing Surveys, 15(2):135-171Junel983.[classPDFcopy]

[56. Schneier96a] BruceSchneier Why cryptographyis harderthanit looks. Risks-Forum Digest (comp.risks),
18(61),15 Novemberl996.[classPDF copy]



Class 13 (Apr. 13): Homework 5 due.
Key distribution, confinementlogic: [Neuman94b|l ampson73aBurrons90a].

[57. Neuman94b] B. Clifford Neumanand TheodoreTs'o. Kerberos:An authenticatiorservicefor computer
networks. |EEE Communications Magazine, pages33—-38,Septembe 994.[classPDF copy]

[58. Lampson73a] Butler W. Lampson. A note on the confinementproblem. Communications of the ACM,
16(10):613—6150ctober1973.[classPDFcopy]

[59. Burrows90a] Michael Burrows, Martin Abadi, and RogerNeedham. A logic of authentication. ACM
Transactions on Computer Systems, 8(1):18—36February1990.[classPDF copy]

Databases. [Stonebrakr8la,Seltzer99bMaheshvariOOa]. (Optional: Text Chapterl2 (SharedDataand
Transactions)14 (Distributed Transactions)j[MaheshvariOOa]is new this year)

[60. Stonebraker8la] MichaelStonebrakr. Operatingsystemsupportfor databasenanagementCommunica-
tions of the ACM, 24(7):412—-418July 1981.[classPDF copy]

[61. Seltzer99b] Margo SeltzerandMichael Olson. Challengesn embeddedatabassystemadministration.n
Proceedings of the First USENIX Workshop on Embedded Systems, pagesl03—-109CambridgeMA, USA,
March1999.USENIX. [classPDFcopy]

[62. Maheshwari00a] UmeshMaheshvari, RadekVingralek,andBill Shapiro.How to build atrusteddatabase
systemon untrustedstorage.In Proceedings of the USENIX Symposium on Operating Systems Desigh and
Implementation, SanDiego, CA, USA, October2000.USENIX. [classPDFcopy]

Class 14 (Apr. 20): Final version of term papersdue.
Unix, Graperine, websearchengines]Ritchie74aBirrell82a, Brin98a].

[63. Ritchie74a] DennisM. RitchieandKenThompson. The UNIX time-sharingsystem. Communications of
the ACM, 17(7):365-375Qctoberl974.[classPDF copy]

[64. Birrell82a] Andrew D. Birrell, Roy Levin, RogerM. NeedhamandMichael D. Schroeder Grapeine: An
exercisein distributedcomputing. Communications of the ACM, 25(4):260—-274April 1982. [classPDF

copy]

[65. Brin98a] Segey Brin andLawrencePage. Theanatomyof alarge-scaléypertextualwebsearctengine.In
Proceedings of the 7th International World Wde Web Conference, pagesl07-117 Brisbane Queensland,
Australia,April 1998.[classPDF copy]

Sprite,Amoeba:[Litzk ow88a,0usterhout88alanenbaum90a]

[66. Litzkow88a] M. Litzkow, M. Livney, andM. Mutka. Condor—ahunterof idle workstations.In Proceedings
of the 8th International Conference on Distributed Computing Systems, pagesl04-111.IEEE, Junel988.
[classPDFcopy]



[67. Ousterhout88a] JohnK. OusterhoutAndrew R. CherensonfrederickDouglis, Michael N. Nelson,and
BrentB. Welch. The Sprite network operatingsystem. |[EEE Computer, pages23—36,February1988.
[classPDFcopy]

[68. Tanenbaum90a] Andrew S. TanenbaumiRobbertvanRenessdalansvanStavern,Gregory J. Sharp Sapel.
Mullender, JackJansenand Guido van Rossum. Experiencesvith the Amoebadistributed operating
system.Communications of the ACM, 33(12):46—63DPecembefl990.[classPDF copy]

Class 15 (Apr. 27)
Performancetudies:[Chen96aQusterhout90a]

[69. Chen96a] J.Bradley Chen,YasuhiroEndo,KeeChan,David Mazieres,Antonio Dias, Margo Seltzer and
MichaelD. Smith. Themeasuregerformancef personatomputeoperatingsystems ACM Transactions
on Computer Systems, 14(1):3-40Februaryl996.[classPDF copy]

[70. Ousterhout90a] JohnK. Ousterhout.Why arent operatingsystemgettingfasterasfastashardware? In
USENIX Conference Proceedings, pages247—256.USENIX, Junel990.[classPDF copy]
Athena,FreeNet{Champine90aClarke00a]. ([Clarke00a]is new thisyear) ,
[71. Champine90a] Geoge A. Champine Jr. Daniel E. Geer andWilliam N. Ruh. ProjectAthenaasa dis-
tributedcomputersystem.|EEE Computer, 23(9):40-50Septembel990. [classPDF copy]

[72. Clarke00a] lan Clarke, OskarSandbeg, BrandonWiley, and TheodoreWw. Hong. Freenet:A distributed
anorymousinformationstorageetrieval system.In Proceedings of the ICS Workshop on Design Issuesin
Anonymity and Unobservability, Berkeley, CA, USA, July 2000.[classPDFcopy]

Final Exam
Final exam (May 2), 8amto 10am.



