Improving Long-term Accuracy of DNS Backscatter
for Monitoring of Internet-Wide Malicious Activity
(poster)

Poster, March 2016; USC/ISI Technical Report ISI-TR-707, April 2016

Abdul Qadeer’ John Heidemann' Kensuke Fukuda®
1: USC/ISI Los Angeles 2: NIl Tokyo

ABSTRACT

Internet-wide malicious activities are prevalent on the In-
ternet. Such activities include the malicious, like spamming
and scanning, and the benign, like large e-mailing lists and
content delivery networks.

We’ve previously shown that they can be detected cen-
trally with DNS backscatter, and developed a classifier us-
ing supervised learning [1]. However, long-term detection is
difficult because activities rapidly change with time to evade
detection or as they naturally evolve, and manual training
is expensive.

Our solution: we extend backscatter-based detection by
identifying: how behavior evolves, how often we need to
retrain, and how to retrain without human supervision.

Details are in the attached poster.
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Problem: Accurately Detect & Track Malicious Activ
Internet-wide malicious activities are prevalent on the Internet. Such activities are:

% Malicious: Spamming, Scanning

<+ Benign : Large e-mailing lists, Content delivery network

We've previously shown that they can be detected centrally with DNS backscatter, and
developed a classifier using supervised learning'. However, long-term detection is
difficult because activities rapidly change with time to evade detection or as they
naturally evolve, and manual training is expensive.

Our solution: we extend backscatter-based detection by identifying:
<+ how behavior evolves,
< how often we need to retrain,
% and how to retrain without human supervision.

ound: [1] Detecting Malicious Activity with DNS Backscatter,
¢ Fukuda and John Heidemann, Proceedings of the ACM Internet
‘ement Conference (Tokyo, Japan, Oct. 2015), 197-210.

when an originator sends network traffic to a target, some entity in the target
organization does a ‘originator IP to human readable name’ query using DNS PTR
facility. Such DNS PTR queries arrive at some DNS servers and these are called DNS
backscatter.

If some originator sends traffic to many different targets, that results in amplified DNS
backscatter traffic and becomes a detectable signal of a network wide activity.
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Ch Our insight is that feature vectors of human supervised
ples can be updated by an algorithm, as long as sufficient number of
present in labelled examples remain active in current data. We have
extended base backscatter algorithm by:

% Measuring ML performance on daily basis

+ Updating feature vectors on daily basis to keep track of world changes

«¢ Retraining classifier with updated feature vectors

«¢ Precisely declaring when human intervention is needed

We use experimental approach to validate our extended backscatter algorithm on
multi-year B-Root’s DNS data.
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nge activities on the Internet are highly volatile over time.

achine Learning (ML) classifier performing over time in terms of
, precision, recall and f-score?

Malicious traffic changes its characteristics often with time to evade detection. It
causes the ML feature vectors to change over time. If the feature vectors associated
with human supervised labelled examples are not updated according to changing
world, the ability of classifier to correctly work diminishes with time. Additionally it
is desirable to automate the process of updating of labelled examples feature vectors to
minimize human intervention so that algorithm could work on continuous basis.

< Supervised learning algorithms need to adapt according to changing world so
that we could track malicious activity correctly.

% Our extended backscatter algorithm regularly updates feature vectors and
retrains the classifier to sustain good accuracy.

« Our extended algorithm precisely informs when fresh labelling effort is
required. In our experimental data its after 30 days for malicious activities and
8 months for benign activities.



