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1 Introduction

SCADDSdatadiffusion(at USC/ISI)andDRP(at MIT/LL) arebothbasedon thecoreconceptof subject-
basedrouting.Althoughtherearesomefundamentaldifferencesbetweentheseapproaches,we believe that
bothcanbeaccommodatedwith thesameNetwork RoutingAPI.

An earlierversionof this API wasusedby bothnetwork routingapproaches.This documentdescribes
anupdatedversionof theAPI, usedby theSCADDSimplementation.In additionto thePublish/Subscribe
API, we introducetheFilter API in orderto bettersupportin-network processing(e.g.caching/aggregation)
andmobilecode.

1.1 Changes from draft 7.6

Sincedraft7.6(datedMarch3rd,2000),thefollowing changeshave beenmade:

� Attribution creationandmanipulationhasbeensimplifiedwith attribute factories.TheAPI now in-
cludesfunctionsthatcreate,find andmatchattributes.Seesection2.1

� Sendnow acceptsmultiple attributes.(Section3.6)

� A new sectiondescribingthenew Filter API is includedin section2.4,alongwith a codeexamplein
section8.

� Timershave alsobeenaddedto theAPI andaredescribedin section4.

� The C++ headersectionwas removed. Pleaseconsultthe implementationfor up-to-dateheaders.
Walkthrough,andcodeexampleshave beenupdatedto reflectthesechanges.

1.2 Other planned changes and implementation status

Althoughwehave iteratedonthisAPI andusedit in theOctober2000SensITdemo,weexpectthattheAPI
will evolve aswe gainmoreexperiencewith how network routingis used.

Weexpectto continueto experimentwith betterAPIs for sendinglargeobjectsacrossthenetwork. (We
would like to includesupportfor mobilecode.)

As of December2000,we do not expect to implementthis revisedAPI on the CE platform (the CE
compilerdoesnot supportall of the requiredC++ constructsin libraries). An implementationexists for
linux; thiswill beportedto theQNX nodeswhenthey becomeavailable.
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2 NR API Overview

This versionof theAPI hasbeenimprovedto bettersupportattributecreation,manipulationandmatching.
Wehave introducedtemplatesthatfacilitatetheuseof attributes.ThisAPI now usesSTL vectorsto groupa
setof attributesthatdescribeinterestsanddata.Following is anoverview of theapproachtakenandabrief
descriptionof theuseof thesetemplates.

2.1 Attributes and Attribute Factories

Datarequestsandresponsesarecomposedof dataattributesthatdescribethedata.Eachpieceof thesub-
scription(anAttribute)is describedvia a key-value-operatortriplet, implementedwith classAttribute.

� key indicatesthe semanticsof the attribute (latitude, frequency, etc.). Keys are simply constants
(integers)thatareeitherdefinedin thenetwork routingheaderor in theapplicationheader.

Allocationof new key numberswill bedonewith anexternalprocedureto bedetermined.Keys in the
range0-2999arereservedandshouldnotbeusedby anapplication.

� typeindicatestheprimitive typethatthekey will be.This key will indicatewhatalgorithmsto run to
matchsubscriptions.For example,checkingto seeif anINT32 TYPE is EQ is a differentoperation
thancheckingto seeif aSTRING TYPE is EQ.Theavailabletypesare:

INT32_TYPE // 32-bit signed integer
FLOAT32_TYPE // 32-bit
FLOAT64_TYPE // 64-bit
STRING_TYPE // UTF-8 format
BLOB_TYPE // uninterpreted binary data

� op (theoperator)describeshow theattributewill matchwhentwo attributesarecompared.

TheIS operatorindicatesthatthisattributespecifiesa literal (known) value(theLATITUDE KEY IS�����	��

�
). Otheroperators(GE,LE, NE, etc.) meanthat this valuemustmatchagainstanIS attribute.

Matchingrulesarebelow.

This versionof the API supportsall operatorsfor all types. Note however that for blobs the API
doesn’t know how theinformationis encodedandwill performabit wisecomparisononly.

In addition,attributeshave values.Valueshave sometypeandcontents.Somevaluesalsohave a length
(if it’s not implicit from the type). Keys, operators,typeandlengthcanbeextractedfrom anattribute via
getKey(), getOp(),getType()andgetLen()methods.(seebelow for details).

In orderto easeattributecreationandmanipulation,theAPI providesfactoriesto createattributes.The
attribute factoriesalso include other functions that allow finding an attribute in a set of attributes. An
exampleof how to defineandcreateanattribute is shown below:

#define LATITUDE_KEY 5050 // Defines key value for the attribute

// Creates a factory for the LATITUDE_KEY attribute
NRSimpleAttributeFactory<float> LatitudeAttr(LATITUDE_KEY,

NRAttribute::FLOAT32_TYPE);
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// Creates an attribute lat with the op IS and value 45.1
NRAttribute *lat = LatitudeAttr.make(NRAttribute::IS, 45.1));

Thesefactoriesareavailablefor all supportedtypesandcanbe usedto createINT32 TYPE ( � int � ),
FLOAT32 TYPE( � float� ), FLOAT64 TYPE( � double� ), STRING TYPE( � char* � ) andBLOB TYPE
( � void * � ).

Also, themethodgetVal() returnsthevalueof theattribute. Thevaluefrom theattributecreatedabove
canbeaccessedby:

float lat_val = lat->getVal();

Sinceseveral API functionsrequirea set of attributes (to describea subscription,publication,data,
etc), the API definesthe ����������������� structure,which is a STL vector of pointersto attributes. As a
consequence,this versionof theNetwork RoutingAPI doesnot requireapplicationsto explicitly passthe
numberof attributesin eachAPI functioninterface.This informationcaneasilybeobtainedusingtheSTL
vector’s size()method.

Here’s examplecodecreatingasetof attributes:

NRSimpleAttributeFactory<float> LatitudeAttr(LATITUDE_KEY,
NRAttribute::FLOAT32_TYPE);

NRSimpleAttributeFactory<float> LongitudeAttr(LONGITUDE_KEY,
NRAttribute::FLOAT32_TYPE);

NRSimpleAttributeFactory<char *> TaskNameAttr(TASK_NAME_KEY,
NRAttribute::STRING_TYPE);

NRSimpleAttributeFactory<void *> TaskQueryDetailAttr(TASK_QUERY_DETAIL_KEY,
NRAttribute::BLOB_TYPE);

main()
{
NRAttrVec attrs;
/*
* Demonstrate making some attributes.
* All duplicative information is in the factory.
*/

// Push back is an STL vector operation
attrs.push_back(LatitudeAttr.make(NRAttribute::IS, 45.1));
attrs.push_back(LongitudeAttr.make(NRAttribute::IS, 104.1));
attrs.push_back(TaskNameAttr.make(NRAttribute::IS, "Harry Potter"));
char *query_detail = "QD";
attrs.push_back(TaskQueryDetailAttr.make(NRAttribute::IS,

(void *)query_detail,
strlen(query_detail) + 1));

}

The following find interfacesarepresentin the attribute factoriesandcanbe usedto find an attribute
thathasthesamekey asthefactoryin a setof attributes.Thefirst form of thefunctionsearchesthesetof
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attributesandreturnsthefirst onethatmatchesthekey. Thesecond,moregeneral,form allows application
to specifywhereto startthesearch.

NRSimpleAttribute<T>* find(NRAttrVec *attrs,
NRAttrVec::iterator *place = NULL);

NRSimpleAttribute<T>* find_from(NRAttrVec *attrs,
NRAttrVec::iterator start,
NRAttrVec::iterator *place = NULL);

The following examplesillustratehow thesetwo functionscanbe usedto find an attribute in a setof
attributes:

// Find a latitude attribute in a set of attributes
NRSimpleAttribute<float> *lat = LatitudeAttr.find(&attrs);

if (!lat){
// Attribute not present in the set
...

}

// Demonstrate extracting multiple attributes with the same key
NRAttrVec::iterator place = attrs.begin();
for (;;){
NRSimpleAttribute<char *> *task = TaskNameAtt.find_from(&attrs, place,

&place);
if (!task)
break;

// Process attribute
cout << "Task = " << task->getVal() << endl;
place++;

}

2.2 Matching rules

Data is exchangedwhentherearematchingsubscriptionsandpublicationsand the publishersendsdata.
Matchesaredeterminedby applyingthefollowing rulesbetweentheattributesassociatedwith thepublish
(P) andsubscribe(S):

For each attribute Pa in P, where the operator Pa.op is something other than IS
Look for a matching attribute Sa in S where Pa.key == Sa.key and Sa.op == IS
If none exists, exit (no match)

else use Pa.op to compare Pa and Sa
If all are found, repeat the procedure comparing non-IS operators in S against IS operators in P.

If neither exits with (no match), then there is a match.

For example,a sensorwould publishthis setof attributes(LAT IS 30.455,LON IS 104.1,TARGET IS
tel,),while ausermight look for TELs by subscribingwith theattribute(TARGETEQ tel), or it might look
for anything in a particularregion with (TARGET EQ ANY, LAT GE 30,LAT LE 31,LON GE 104,LON
LE 104.5).

Filters,describedlater in Section2.4,useone-way matchingonly. In this case,thematchingprocedure
doesnot comparenon-ISoperatorsin thesecondsetof attributesagainstIS operatorsin thefirst set.
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2.3 Matching functions

This versionof theAPI includesseveral functionsthatperformmatching.Eventhoughthesefunctionsare
not typically neededby applications,we documentthemhere.They aremembersof theNRAttributeclass
andtheirprototypesareasfollows:

bool isEQ(NRAttribute *attr);
bool isGT(NRAttribute *attr);
bool isGE(NRAttribute *attr);
bool isNE(NRAttribute *attr);
bool isLT(NRAttribute *attr);
bool isLE(NRAttribute *attr);

All theabove functionsassumethatbothattributeshave thesamekey andtype. An exampleof theuse
of thesefunctionsis shown below:

NRAttribute *lat1 = LatitudeAttr.make(NRAttribute::IS, 45.1);
NRAttribute *lat2 = LatitudeAttr.make(NRAttribute::IS, 38.3);

bool flag = lat1->isGT(lat2);
// flag is true !

2.4 Filter API

Filtersareapplication-specificcodethat runsin thenetwork to accomplishapplication-specificprocessing
like aggregation,caching,etc. With the Filter API, applicationscanspecifya setof attributesalongwith
a callback. This causesdiffusion to sendincomingmessagesmatchingthoseattributesto the application
callback.Filtersareaspecialcaseof thematchingrules.Whenmatchingfiltersagainstincomingmessages,
thematchis doneone-wayonly. Only operatorsin thefilter have to besatisfiedin orderto beamatch.Note
thatif afilter is toogeneric,it will possiblyreceivemessagesfrom otherapplicationstoo. For instance,if the
only attributespecifiedis CLASS KEY EQINTERESTCLASS,all interestmessagesfrom all applications
will beforwardedto thiscallback.

Whensettingup afilter, theapplicationhasto specifyits priority. This is usedto definetheorderfilters
will becalledwhenmultiplefiltersmatchthesameincomingmessage.Highernumbersarecalledfirst. This
numbershouldbediscussedwith otherdevelopersto avoid problems.

If thereis a match,the incomingmessagewill be forwardedto thecallbackin the form of a Message
structure(describedlater in the Interfacessection). The messagestructureallows the callbackto access
informationthat would otherwisebe hidden. This information includemessagelast hop, which contains
eithera randomid for eachneighbor(thatis pickeduponstartup andchangedperiodically)or theconstant
LOCALHOST ADDR, indicatingthatthemessageoriginatedfrom a localapplication.

Thefilter callbackhave controlof this message,which canbeforwarded,changedandthenforwarded
or discarded.Pleasereferto sections5.3and5.4 for adetaileddescriptionon how to do this.

2.4.1 Message Flow with the Filter API

This sectiondescribesthemessageflow in DirectedDiffusionwhenusingtheFilter API. Thenumbersin
thetext correspondto thenumbersin figure1, which illustratesthemessageflow.
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Figure1: MessageFlow in DirectedDiffusion

Messagesarriving at theDirectedDiffusionCoremoduleusuallycomefrom eitherthenetwork (1) or
from localapplications(3),whichusethepublish/subscribe/send interfacetosendinterestanddatamessages
to thenetwork.

Every incomingmessageis matchedagainstall registeredfilters (seesection5.1 for a detaileddescrip-
tion on how to adda filter). Theresultis a list orderedby filter priority containingall filters thatresultedin
asuccessfulmatch.

AssumingthatbothfiltersF1andF2onfigure1 matchtheincomingmessageandP(F1) � P(F2),where
P(X) is thepriority of filter X, Diffusionwill forwardtheincomingmessageto filter F1 (4) sinceit hasthe
highestpriority.

After processingthe message,filter F1 can return the messageto DirectedDiffusion (5) by calling
SendMessageToNext (seesection5.4).Notethatthefilter canreturnthesamemessageit receivedfrom Dif-
fusion,a modifiedmessage,a completenew message,multiple messages(by calling SendMessageToNext
morethanonetime) or even no messages(by returningfrom the callbackwithout calling SendMessage-
ToNext). DirectedDiffusionwill matchreturnedmessagesagainstall registeredfilters againandcreatea
new list of filters (notethatbecausefilter F1canchangethemessageor sendnew messages,thelist of filters
matchingreturnedmessagescanbedifferentthantheoriginal list). If filter F1 is still presenton this list, the
messageis sentto the filter comingimmediatelyafterF1 in the list (in our case,filter F2 will receive the
message(6)). If thefilter F1 is notpresenton thisnew list, thefirst filter on thelist will receive themessage.
If thereareno otherfiltersafterF1, themessagewill besimply discarded.

Filterscansendmessagesdirectly to thenetwork (e.g. (5), then(8)) or to a local application(e.g. (5),
then(2)) by calling SendMessage(seesection5.3 for moreinformation). In this case,otherfilters will not
receive themessage.

3 Interfaces

Following is adescriptionof eachof themethodsthatarepartof thenetwork routingAPI class.

3.1 Initialization

To initialize theNR class,thereis a C++ factorycalledNR::createNR()that will createtheNR classand
returnapointerto it.

Theprototypeof thefunctionis asfollows:

static NR * NR::createNR();

createNR()is amethodratherthanaconstructorsothatit canactuallycreateaspecificsubclassof class
NR (onefor MIT andonefor ISI-W). It will createany threadsneededto insurecallbackshappen.
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3.2 Subscribe

Theapplicationdeclaresinterestin via theNR::subscribeinterface. This functionacceptsa list of interest
attributesandusesthis informationto routedatato thenecessarynodes.

Theprototypeof thefunctionis asfollows:

handle NR::subscribe(NRAttrVec *subscribeAttrs, const NR::Callback * cb);

� subscribeAttrsis a pointer to a STL vector containingthe elementsthat describethe subscription
information(seenotesabove abouttheclasstype).

� cb indicatestheclassthatcontainstheimplementationof themethodto becalledwhenincomingdata
(or taskinginformation)matchesthatsubscription.Theclassinheritsfrom thefollowing abstractbase
class:

class Callback {
public:
virtual void recv(NRAttrVec *data, handle h) = 0;

};

After subscriptionsarediffusedthroughoutthe network, dataarrivesat the subscribingnode. The
recv()method(implementedby theapplication)is calledwhenincomingmatchingdataarrivesat the
network routing level. This methodis usedto passthe incomingdataandtaskinginformationup to
thecaller. Seesection3.7 for moredetailaboutcallbacks.

Subscribereturnsa handle(which is an identifier of the interestdeclaration/subscription). This han-
dle canbe usedfor a later unsubscribe()call. If thereis an error in the subscriptioncall (basedon local
information,not thepropagationof theinterest),thenavalueof �! will bereturnedasthehandle.

Note that theconditionthatno datamatchestheattributesis not consideredanerrorcondition—if the
applicationrequiresor expectsdatato bepublished,application-level proceduresmustdetermineconditions
that might causeno datato appear. (As oneexample,if the goal is to contacta few nearbysensors,the
applicationmight startwith a small region aroundit andexpandor contractthat region until theexpected
numberof sensorsreply.)

Subscribesareusedto getbothdataandto find outaboutsubscriptionsfrom othernodes.To getdata,(if
you’re a datasink) subscribewith CLASS KEY IS INTERESTCLASS.This subscriptionwill propagate
throughthenetwork andthecallbackwill eventuallytriggerwhenmatchingdatareturns.

To find out aboutinterests(if you’re a sensoror datasource),subscribeincluding CLASS KEY EQ
INTERESTCLASS.Thecallbackyouprovidewill becalledfor eachnew subscription(with CLASS KEY
IS INTERESTCLASS).In orderto alsofind out whenever a subscriptiongoesaway dueto unsubscribeor
detectionof nodefailure (timeout),subscribeincluding CLASS KEY NE DATA CLASS.This will result
in callbackswith CLASS KEY IS DISINTERESTCLASS.Thesecallbackswill bemadeat leastoncefor
eachuniqueexpressionof interest.If multipleclientsexpressinterestin exactly thesamething,thiscallback
will occurat leastonce.
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3.3 Unsubscribe

Theapplicationindicatesthat it is no longerinterestedin a subscriptionvia theNR::unsubscribeinterface.
Thisfunctionacceptsasubscriptionhandle(originally returnedby subscribe())andremovesthesubscription
associatedwith thatpassedhandle.

Theprototypeof thefunctionis asfollows:

int NR::unsubscribe(handle subscription_handle);

� subscriptionhandleis ahandleassociatedwith thesubscriptionthattheapplicationwishesto unsub-
scribeto. It wasreturnedfrom theNR::subscribeinterface.

The returnvalueindicatessuccess/failure. If thereis a problemwith thehandle,thenanerrorcodeof�! is returned.Otherwise,
�

is returnedfor normaloperation.If anunsubscribeis issuedfor a subscription
thatcontainsa task,thentheeachnodethathasreceivedthattaskwill beinformedof theunsubscribe.

3.4 Publish

Theapplicationalsoindicateswhattypeof datait hasto offer. This is donevia thepublishfunction.

Theprototypeof thefunctionis asfollows:

handle NR::publish(NRAttrVec *publishAttrs);

� publishAttrsis anSTL vectorof publicationdeclarations.

This function returnsa handle(which is an identifier of the publication) that will be later usedfor
unpublish(). If thereis an error in thepublicationcall, thena valueof �� will be returnedasthehandle.
Thishandleis usedlaterwhenunpublishingor sendingdata.

3.5 Unpublish

Thepublishinterfacehasamatchingunpublishinterface(NR::unpublish).

Theprototypeof thefunctionis asfollows:

int NR::unpublish(handle publication_handle);

� publicationhandleis thehandleassociatedwith thepublicationthattheapplicationwishesto unpub-
lish. It wasreturnedfrom theNR::publishinterface.

The returnvalueindicatessuccess/failure. If thereis a problemwith thehandle,thenanerrorcodeof�! is returned.Otherwise,
�

is returnfor normaloperation.
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3.6 Send

After the publicationsaresetup the applicationcansenddatavia the NR::sendfunction. This function
will acceptasetof attributesto sendassociatedwith apublicationhandle(thehandleusedin theassociated
NR::publishfunctioncall). This methoddoesnot guaranteedelivery, but thesystemwill make reasonable
efforts to getit to its destination.

Theprototypeof thefunctionis asfollows:

int NR::send(handle publication_handle, NRAttrVec *sendAttrs);

� publicationhandleis thehandlethatis associatedwith theblock of datathatwassent.

� sendAttrsis a pointer to a STL vectorcontainingthe attributesto be associatedwith the send. (In
additionto thoseattributesdefinedin theoriginal publication.)

Thereturnvalueindicatessuccess/failure. If thereis a problemwith thearguments,thenanerrorcode
of �� is returned.Otherwise,

�
is returnedfor normaloperation.If thereis currentlyno oneinterestedin

themessage(nomatchingsubscription),thenit will not consumenetwork resources.

3.7 Recv

After thesubscribeis issuedfrom theapplicationthread,theapplicationthreadcanwait for thereceptionof
informationvia theNR::Callback::recv()method.

The network routing systemwill provide a threadto make callbackshappen.Sincethereis only one
suchthreadin thesystem,thecallbackfunctionshouldreturnreasonablyquickly. If thecallbackneedsto
do somecompute-boundor IO-boundtask,it shouldsignalanotherthread.

Theattributesreceivedin this functionshouldbetreatedasread-only. TheAPI will deletethemassoon
asthecallbackreturns.Theapplicationmustcopy theappropriateattribute(s)if they areneededafter the
recvfunctionreturns.

4 Timer API

In thisversionof theAPI wehave includedtimersin orderto supportevent-drivenapplication.As described
below, applicationscansetuptimersto call anapplicationprovidedcallback.Timerscanalsoberemoved
from theAPI’seventqueue.

4.1 Add Timer

Theapplicationcansetup a timervia theNR::addTimer interface.Thefunctioncallstheprovidedcallback
afterthespecifiedtimehaselapsed.

Theprototypeof thefunctionis asfollows:

handle addTimer(int timeout, void *param, TimerCallbacks *cb);

� timeoutspecifiesthetime to wait beforecalling therecvcallback(in msecs)

� paramis apointerto any applicationstructurethatwill bepassedto therecvcallback
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� cb indicatesthe classthat containsthe implementationof the methodsto be calledwhenthe timer
expiresor whenthetimer is beingdeleted.Theclassinheritsfrom thefollowing abstractbaseclass:

class TimerCallbacks {
public:
virtual int recv(handle hdl, void *p) = 0;
virtual void del(void *p) = 0;

};

Therecv()method(implementedby theapplication)is calledwhenthetimerexpires.Thereturnvalue
indicatesif thetimershouldberescheduledandthenew timeout.A returnvalueof

�
indicatesthatthe

applicationwantsto reschedulethetimer with thesametimeout(providedpreviously in addTimer()).
A negative returnvalueindicatesthat the timer is to be deleted(the API will call the del() method
describedbelow). A positive returnvaluecausesthetimer to berescheduledwith anew timeout.

The del() method(also provided by the application)is called when a timer expires and is not re-
scheduledor whenatimer is canceledby removeTimer() (seebelow). In thiscallback,theapplication
shouldtake careof freeingthememorypointedby p.

4.2 Remove Timer

Theapplicationindicatesthat it wantsto cancela pendingtimer via theNR::removeTimer interface. This
functionacceptsa timer handle(originally returnedby addTimer()) andremovesthetimer associatedwith
thatpassedhandle.

Theprototypeof thefunctionis asfollows:

int NR::removeTimer(handle timer_handle);

� timer handleisahandleassociatedwith thetimerthattheapplicationwishesto cancel.It wasreturned
from theNR::addTimer interface.

The returnvalueindicatessuccess/failure. If thereis a problemwith thehandle,thenanerrorcodeof
�! is returned.Otherwise,

�
is returnfor normaloperation.

5 Filter API

Thefollowing sectionsdescribethe interfacesfor theFilter API. It shouldbeusedto run applicationcode
in thenetwork for applicationspecificprocessing.

5.1 Add Filter

Theapplicationcansetup a filter via theNR::addFilterinterface. This functionacceptsa setof attributes
thatarematchedagainstincomingmessages.

Theprototypeof thefunctionis asfollows:

handle addFilter(NRAttrVec *filterAttrs, int16_t priority,
FilterCallback *cb);
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� filterAttrs is a pointer to a STL vector containingthe attributesof this filter. Note that for filters,
matchingis performedone-way (messageshave to matchtheoperatorsspecifiedin thefilter).

� priority is thefilter priority (larger numbersarecalledbeforesmallerones).This numberhasto be
agreedwith otherapplicationdevelopers.

� cb indicatestheclassthatcontainstheimplementationof themethodto becalledwhenanincoming
messagematchesthefilter. Theclassinheritsfrom thefollowing abstractbaseclass:

class FilterCallback {
public:
virtual void recv(Message *msg, handle h) = 0;

};

Thehandleh is thesamehandlereturnedby addFilter()andthemsgpointsto a messageclasscon-
taining themessagethatwasmatchedagainstthefilter’s attributes. Themessageclassis definedas
follows:

class Message {
public:
// Read directly from the packet header
// (other internal fields omitted here)
int32_t next_hop; // Message next hop. Can be BROADCAST_ADDR if

// a neighbor node sent it to broadcast,
// LOCALHOST_ADDR if it came from a local application
// or it can be this node’s ID if the message was sent
// by a neighbor to this node only.

int32_t last_hop; // Can be either a neighbor’s ID or LOCALHOST_ADDR, if
// the message comes from a local application.

// (raw packet is also available for internal use)

// Other flags
bool new_message;

// Message attributes
NRAttrVec *msg_attr_vec;

};

AddFilter returnsa handle(which is an identifier of the filter). This handlecan be usedfor a later
removeFilter() call. If thereis an error in the addFilter()call, thena valueof �! will be returnedasthe
handle.

5.2 Remove Filter

Theapplicationindicatesthat it is no longerinterestedin a filter via theNR::removeFilter interface. This
function acceptsa filter handle(originally returnedby addFilter())andremovesthe filter associatedwith
thatpassedhandle.

Theprototypeof thefunctionis asfollows:
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int NR::removeFilter(handle filter_handle);

� filter handleis ahandleassociatedwith thefilter thattheapplicationwishesto remove. It wasreturned
from theNR::addFilterinterface.

The returnvalueindicatessuccess/failure. If thereis a problemwith thehandle,thenanerrorcodeof
�! is returned.Otherwise,

�
is returnfor normaloperation.

5.3 Send Message

The applicationcan sendany messagesfrom within a filter directly to the network/otheragentsvia the
NR::sendMessageinterface.

void sendMessage(Message *msg, handle h, int16_t agent_id = 0);

� msgis apointerto themessagetheapplicationwantsto send.

� h is thehandlereceivedfrom addFilter.

� agentid canspecifytheapplication(in thesamenode)thatshouldreceive themessage(if noagentid
is specified,themessageis sentto thenodespecifiedin msg-� next hop).

5.4 Send Message to Next

A filter callbackcanusetheNR::sendMessageToNext interfaceto sendamessage(eitherthemessagepassed
with the callbackor any othermessage)to the next filter (the filter whosepriority comesright after the
currentfilter’s priority). An exampleof this is presentedlaterin this documentwherea ’ logging’ filter with
a high priority receivesall messagesbeforeany otherfilter andthenpassesthesamemessage(unmodified)
to thenext filter (thusbeingtransparentto otherfilters).

void sendMessageToNext(Message *msg, handle h);

� msgis apointerto themessagebeingsent.

� h is thecurrentfilter handle.

This functionshouldonly beusedfrom within afilter callbacksinceit requiresthecurrentfilter handle.

6 Publish/Subscribe API Walk Through

Thiswalkthroughconsiders,atahigh-level, whathappensin thenetwork whenanusernodeis interestedin
aspecifictarget.

A usernode(say, NodeA) wantsinformationaboutTELsandexpressesthisinterestbycallingNR::subscribe
with thefollowing attributes:
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CLASS_KEY IS INTEREST_CLASS
SCOPE_KEY IS GLOBAL_SCOPE
LONGITUDE_KEY GE 10
LONGITUDE_KEY LE 50
LATITUDE_KEY GE 20
LATITUDE_KEY LE 40
TASK_FREQUENCY_KEY IS 500
device_type EQ seismic
TARGET_KEY IS TEL
TARGET_RANGE_KEY LE 50
CONFIDENCE_KEY EQ_ANY *
TASK_NAME_KEY IS detect_track
TASK_QUERY_DETAIL_KEY IS [query_byte_code]

NotethedistinctionbetweenIS whichspecifiesaknown valueandEQ,whichspecifiesarequiredmatch.
All of the comparisonsarecurrentlyANDed together. The queryparametersthat interactwith network
routing(for example,lat/lon) mustbeexpressedasattributes,but someotherparametersmayappearonly
in application-specific fields(suchasthequerybyte codein thisexample).

NR::subscribereturnsright awaywith ahandlefor theinterest.Becausethis interesthasaglobalscope,
network routingforwardsit to theneighboringnodes,thatproceedusingthepre-definedrules.

Nodeswith sensor(s)tell network routingaboutthetypeof datathey have availableby publishing.An
applicationonanode(say, NodeB) wouldcall NR::publishwith thefollowing attributes:

CLASS_KEY IS DATA_CLASS
SCOPE_KEY IS NODE_LOCAL_SCOPE
LONGITUDE_KEY IS 10
LATITUDE_KEY IS 20
TASK_NAME_KEY IS detectTrack
TARGET_RANGE_KEY IS 40
device_type IS seismic

After receiving the handle,the applicationcanstart sendingdatawith the NR::sendcommand. For
example,eachdetectionit might invoke send()with the attribute (CONFIDENCEKEY IS

�#"
) and then

handlefrom the publish command. This attribute (CONFIDENCEKEY) would be associatedwith the
otherattributesassociatedwith publishhandleandeventuallydeliveredtoanyonewith amatchingsubscribe.
Initially, sincethenodehasno matchinginterest,thedatawill notpropagateto othernodes.Wheninterests
arrive,datawill begin to propagate.

In somecases,theapplicationmay wait to startsensinguntil it hasbeentasked, eitherto avoid doing
unnecessarywork, or to usethe parametersin the interestto influencewhat it looks for. In this case,the
sensorwouldgetthetaskby subscribingto interestswith NR::subscribeandthefollowing attributes:

CLASS_KEY NE DATA_CLASS
SCOPE_KEY IS NODE_LOCAL_SCOPE
LONGITUDE_KEY IS 10
LATITUDE_KEY IS 20
TASK_NAME_KEY IS detectTrack
TARGET_RANGE_KEY IS 40
device_type IS seismic
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(The only differencein theseattributeswith the publishcall is in the CLASS key andoperator.) The
callbackassociatedwith this subscribewill then be calledeachtime a new subscriptionarrives or goes
away. Arrivals will have CLASS KEY IS INTERESTCLASS, unsubscribeswill have CLASS KEY IS
DISINTERESTCLASS.)

7 API Usage Examples

Step 1: Initialization of Network Routing

{
// This code is in the initialization routine of the
// network routing client.

.

.

.

// Create an NR instance. This will create the NR instance
// and return a pointer to that instance. This
// will only be created once per node. Save this somewhere
// where it can be used from wherever data needs to be sent.
NR *dr;

dr = NR::createNR();

// Setup the publications and subscriptions for this NR client.
// Note the details of the following calls are found in step 3
setupPublicationsOnSensorNode(dr);
setupSubscriptionsOnSensorNode(dr);

.

.

.

// Do any other initialization stuff here...
}

Step 2: Create callbacks for incoming data/subscriptions

// In a header file somewhere in the client setup two callback
// classes. One to handle incoming data and the other to handle
// incoming subscriptions/tasking.

class DataReceive : public NR::Callback {
public:

void recv(NRAttrVec *data,
NR::handle h);
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};

class TaskingReceive : public NR::Callback {
public:

void recv(NRAttrVec *data,
NR::handle h);

};

// In the appropriate C++ file, define the following methods
void DataReceive::recv(NRAttrVec *data,

NR::handle h)
{

// called every time there is new data.
// handle it.

}

void TaskingReceive::recv(NRAttrVec *data,
NR::handle h)

{
// Handle incoming tasking.

}

Step 3: Setup publications and subscriptions

void setupPublicationsOnSensorNode(NR *dr)
{

// Setup a publication with 4 attributes.

NRAttrVec attrs;

attrs.push_back(NRClassAttr.make(NRAttribute::IS,
NRAttribute::DATA_CLASS));

attrs.push_back(DeviceAttr.make(NRAttribute::IS,
"seismic");

attrs.push_back(LatitudeAttr.make(NRAttribute::IS, 54.78));
attrs.push_back(LongitudeAttr.make(NRAttribute::IS, 87.32));

// publish these attributes save the pub_handle
// somewhere like in the private data.
pub_handle = dr->publish(&attrs);

// Delete the attributes (they have been copied by publish)
ClearAttrs(&attrs);

if (pub_handle == -1)
{

// ERROR;
}
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}

// create two subscriptions (one for the sensor node and the
// other for the user node.

void setupSubscriptionsOnSensorNode(NR *dr)
{

// (1) the first subscription indicates that I am interested in
// receiving tasking subscriptions for this node.
//
// Each of the subscriptions will have its own callback
// to separate incoming subscriptions and incoming data.

// ****************
// SUBSCRIPTION #1: First setup the subscription for
// tasking interests...

NRAttrVec attrs;

attrs.push_back(NRClassAttr.make(NRAttribute::EQ,
NRAttribute::INTEREST_CLASS));

attrs.push_back(DeviceAttr.make(NRAttribute::EQ_ANY, "");

// Create the callback class that will be used to
// handle subscriptions that match this subscription.
TaskingReceive * tr = new TaskingReceive();

// subscribe and save the handle somewhere
// like in the private data.
task_sub_handle = dr->subscribe(&attrs, tr);

// Delete the attributes (they have been copied by publish)
ClearAttrs(&attrs);

if (task_sub_handle == -1)
{

// ERROR;
}

}

void setupSubscriptionsOnUserNode(NR *dr)
{

// (2) the second subscription indicates that I am interested in
// nodes that have seismic sensors in a particular region
// and have
// them run a task call detectTel (with some specific query
// byte code attached). This task instructs the nodes to send
// data back.
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// ****************
// SUBSCRIPTION #2: First setup the subscription for
// tasking subscriptions...

NRAttrVec attrs;

attrs.push_back(NRClassAttr.make(NRAttribute::IS,
NRAttribute::INTEREST_CLASS));

attrs.push_back(DeviceAttr.make(NRAttribute::IS, "seismic");
attrs.push_back(LatitudeAttr.make(NRAttribute::GE, 44.0));
attrs.push_back(LatitudeAttr.make(NRAttribute::LE, 46.0));
attrs.push_back(LongitudeAttr.make(NRAttribute::GE, 103.0));
attrs.push_back(LongitudeAttr.make(NRAttribute::LE, 104.0));
attrs.push_back(TaskNameAttr.make(NRAttribute::IS, "detectTel"));
attrs.push_back(TaskQueryDetailAttr.make(NRAttribute::IS,

&query_byte_code.contents,
query_byte_code.len));

// Create the callback class that will be used to
// handle subscriptions that match this subscription.
DataReceive * drcv = new DataReceive();

// subscribe and save the handle somewhere
// like in the private data.
data_sub_handle = dr->subscribe(&attrs, drcv);

// Delete the attributes (they have been copied by publish)
ClearAttrs(&attrs);

if (data_sub_handle == -1)
{

// ERROR;
}

Step 4: Sending data
{

.

.
// When one of the clients have data to send, then it will use
// the NR::send method. Assume that there is acoustic data to
// send (matching the publish call above). The data is found
// in the variable adata with the size of adata_size.
NRAttrVec attrs;

attrs.push_back(AppBlobAttr.make(NRAttribute::IS,
&adata,
adata_size));
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if (dr->send(pub_handle, &attrs) == -1)
{

// ERROR;
}

delete attr;
.
.

}

Step 5: Receiving data

(the ReceiveData callback is called every time data arrives)

8 Filter API example

In thissectionwedescribeasimplemodulethatusestheFilter API to receiveINTERESTmessagesreceived
by datadiffusion. The modulesetsup a filter with high priority (in orderto get the packetsbeforeother
modules).After logging their arrival (printing a packet hasarrivedalongwith wherethey camefrom), the
Logging modulereturnsthese(unmodified)messagesto datadiffusion so othermodules/applications can
receive them.

// Step 1: Initialization

LoggingApp::LoggingApp()
{

// Create Diffusion Routing class
dr = NR::createNR();
fcb = new MyFilterReceive;

// Set up the filter
filterHandle = setupFilter();
printf("Logging App received handle %d\n", filterHandle);
printf("Logging App initialized !\n");

}

// In a header file, the Filter API client setup a callback class.

// High priority to get message first
#define LOGGING_APP_PRIORITY 16

class MyFilterReceive : public FilterCallback {
public:

void recv(Message *msg, handle h);
};
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// setupFilter() creates an attribute that matches all
// INTEREST messages coming to diffusion routing

handle LoggingApp::setupFilter()
{

NRAttrVec attrs;
handle h;

// This attribute matches all interest messages
attrs.push_back(NRClassAttr.make(NRAttribute::EQ,

NRAttribute::INTEREST_CLASS));

h = ((DiffusionRouting *)dr)->addFilter(&attrs,
LOGGING_APP_PRIORITY, fcb);

ClearAttrs(&attrs);
return h;

}

Step 2: Handle callbacks

// Implement the Filter API callback

void MyFilterReceive::recv(Message *msg, handle h)
{

printf("Received a");

if (msg->new_message)
printf(" new ");

else
printf("n old ");

if (msg->last_hop != LOCALHOST_ADDR)
printf("INTEREST message from node %d\n", msg->last_hop);

else
printf("INTEREST message from agent %d\n", msg->source_port);

// We shouldn’t forget to send the message back to diffusion routing
((DiffusionRouting *)dr)->sendMessageToNext(msg, h);

}
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