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1 Introduction

SCADDSdatadiffusion (at USC/ISI)andDRP (at MIT/LL) arebothbasedonthe coreconcepiof subject-
basedouting. Althoughtherearesomefundamentatlifferencedetweertheseapproachesye believe that
bothcanbeaccommodatedith the sameNetwork RoutingAPI.

An earlierversionof this APl wasusedby both network routingapproachesThis documentescribes
anupdatedversionof the API, usedby the SCADDSimplementationln additionto the Publish/Subscribe
API, weintroducetheFilter AP in orderto bettersupportin-network processinde.g. caching/aggigatior)
andmobilecode.

1.1 Changesfrom draft 7.6
Sincedraft 7.6 (datedMarch 3rd, 2000),thefollowing change$iave beenmade:

e Attribution creationandmanipulationhasbeensimplified with attribute factories. The API now in-
cludesfunctionsthatcreate find andmatchattributes.Seesection2.1

Sendnow acceptsnultiple attributes.(Section3.6)

¢ A new sectiondescribingthe new Filter API is includedin section2.4,alongwith a codeexamplein
section8.

Timershave alsobeenaddedio the APl andaredescribedn sectior4.

The C++ headersectionwas removed. Pleaseconsultthe implementationfor up-to-dateheaders.
Walkthrough,andcodeexampleshave beenupdatedo reflectthesechanges.

1.2 Other planned changes and implementation status

Althoughwe have iteratedon this APl andusedit in the October2000SensITdemo we expectthatthe API
will evolve aswe gainmoreexperiencewith how network routingis used.

We expectto continueto experimentwith betterAPIsfor sendingarge objectsacrosghenetwork. (We
wouldlike to includesupportfor mobilecode.)

As of December2000, we do not expectto implementthis revised APl on the CE platform (the CE
compilerdoesnot supportall of the requiredC++ constructsn libraries). An implementationexists for
linux; thiswill be portedto the QNX nodeswvhenthey becomeavailable.



2 NR API Overview

This versionof the APl hasbeenimprovedto bettersupportattribute creation,manipulationandmatching.
We have introducedemplateghatfacilitatethe useof attributes. This APl now usesSTL vectorsto groupa
setof attributesthatdescribanterestsanddata.Following is anoverviewn of the approachakenandabrief
descriptionof the useof thesetemplates.

2.1 Attributesand Attribute Factories

Datarequestsandresponseare composedf dataattributesthat describethe data. Eachpieceof the sub-
scription(anAttribute)is describedsia a key-value-operatotriplet, implementedwvith classAttribute.

¢ key indicatesthe semanticsof the attribute (latitude, frequeng, etc.). Keys are simply constants
(integers)thatareeitherdefinedin the network routingheaderor in the applicationheader

Allocation of new key numberswill bedonewith anexternalprocedurdo bedeterminedKeysin the
range0-2999areresered andshouldnot be usedby anapplication.

¢ typeindicatesthe primitive typethatthekey will be. Thiskey will indicatewhatalgorithmsto runto
matchsubscriptionsFor example,checkingto seeif anINT32_TYPE is EQ is a differentoperation
thancheckingto seeif aSTRING_TYPE is EQ. Theavailabletypesare:

| NT32_TYPE /1 32-bit signed integer
FLOAT32_TYPE // 32-bit

FLOAT64_TYPE // 64-bit

STRING TYPE // UTF-8 format

BLOB _TYPE /1 uninterpreted binary data

e op (theoperatordescribesiow the attribute will matchwhentwo attributesarecompared.

ThelS operatolindicatesthatthis attribute specifiesaliteral (known) value(the LATITUDE_KEY IS
30.456). OtheroperatordGE, LE, NE, etc.) meanthatthis valuemustmatchagainstan IS attribute.
Matchingrulesarebelow.

This versionof the API supportsall operatorsfor all types. Note however that for blobsthe API
doesnt know how theinformationis encodedandwill performa bit wise comparisoronly.

In addition,attributeshave values.Valueshave sometype andcontents Somevaluesalsohave alength
(if it's not implicit from thetype). Keys, operatorstype andlengthcanbe extractedfrom an attribute via
getKey(), getOp(),getType() andgetLen()methods (seebelaw for details).

In orderto easeaattribute creationandmanipulationthe API providesfactoriesto createattributes. The
attribute factoriesalso include other functionsthat allow finding an attribute in a setof attributes. An
exampleof how to defineandcreateanattributeis shavn below:

#defi ne LATI TUDE KEY 5050 // Defines key value for the attribute

[/l Creates a factory for the LATITUDE KEY attribute
NRSi npl eAttri but eFactory<fl oat> LatitudeAttr (LATI TUDE KEY,
NRAt t ri but e:: FLOAT32_TYPE) ;



/] Creates an attribute lat with the op IS and value 45.1
NRAttribute *lat = LatitudeAttr. make(NRAttribute:: IS, 45.1));

Thesefactoriesare available for all supportedypesandcanbe usedto createlNT32_TYPE (<int>),
FLOAT32TYPE (<float>), FLOAT64 TYPE (<double>), STRING.TYPE (<char*>) andBLOB_TYPE
(<void *>).

Also, the methodget\al() returnsthe value of the attribute. The valuefrom the attribute createdabove
canbeaccessety:

float lat_val = lat->getVal ();

Sinceseveral API functionsrequirea setof attributes (to describea subscription,publication, data,
etc), the API definesthe N RAttrVec structure,which is a STL vector of pointersto attributes. As a
consequencehis versionof the Network Routing API doesnot requireapplicationgto explicitly passthe
numberof attributesin eachAPI functioninterface. Thisinformationcaneasilybe obtainedusingthe STL
vectors size()method.

Heres examplecodecreatinga setof attributes:

NRSi npl eAttri but eFactory<fl oat> LatitudeAttr (LATI TUDE KEY,
NRAt t ri but e:: FLOAT32_TYPE) ;
NRSi npl eAttri but eFact ory<fl oat> Longi t udeAttr ( LONG TUDE KEY,
NRAt t ri but e:: FLOAT32_TYPE) ;
NRSi npl eAttri but eFact ory<char *> TaskNanmeAttr ( TASK _NAME KEY,
NRAt t ri but e: : STRI NG_TYPE) ;
NRSi npl eAttri but eFactory<void *> TaskQueryDetail Attr( TASK QUERY_DETAI L_KEY,
NRAt t ri bute:: BLOB_TYPE);

mai n()
{
NRAttrVec attrs;
/-k
* Denonstrate making sonme attri butes.
* Al duplicative information is in the factory.
*/

/1 Push back is an STL vector operation

attrs. push_back(LatitudeAttr. make(NRAttri bute:: IS, 45.1));

attrs. push_back(Longi tudeAttr. make(NRAttribute:: 1S, 104.1));

attrs. push_back(TaskNanmeAttr. make(NRAttribute:: IS, "Harry Potter"));

char *query_detail = "QD";

attrs. push_back(TaskQueryDetail Attr. make(NRAttribute:: IS,
(void *)query_detail,
strlen(query detail) + 1));

The following find interfacesare presentin the attribute factoriesand canbe usedto find an attribute
thathasthe samekey asthefactoryin a setof attributes. The first form of the function searcheshe setof
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attributesandreturnsthefirst onethatmatcheghe key. The secondmoregeneralform allows application
to specifywhereto startthe search.

NRSi mpl eAttri bute<T>* find(NRAttrVec *attrs,
NRAttrVec::iterator *place = NULL);
NRSi mpl eAttribute<T>* find from(NRAttrVec *attrs,
NRAttrVec::iterator start,
NRAttrVec::iterator *place = NULL);

The following examplesillustrate how thesetwo functionscanbe usedto find an attribute in a setof
attributes:

// Find a latitude attribute in a set of attributes
NRSI mpl eAttri bute<float> *lat = LatitudeAttr.find(&ttrs);

if (!'lat){
/1 Attribute not present in the set

}

/! Denonstrate extracting nultiple attributes with the sane key
NRAttrVec::iterator place = attrs. begin();

for (;;){
NRSI mpl eAttri bute<char *> *task = TaskNaneAtt.find _from &ttrs, place,
&pl ace) ;
if (!'task)
br eak;
/1l Process attribute
cout << "Task = " << task->getVal () << endl;
pl ace++;
}

2.2 Matching rules

Datais exchangedwhenthereare matchingsubscriptionsand publicationsand the publishersendsdata.
Matchesaredeterminedy applyingthe following rulesbetweerthe attributesassociateavith the publish
(P) andsubscribgS):
For each attribute Pa in P, where the operator Pa.op is sonething other than IS
Look for a matching attribute Sa in S where Pa.key == Sa.key and Sa.op == IS
If none exists, exit (no match)
el se use Pa.op to conpare Pa and Sa

If all are found, repeat the procedure conparing non-1S operators in S against |S operators in P.
If neither exits with (no match), then there is a match.

For example,a sensomwould publishthis setof attributes(LAT IS 30.455,LON IS 104.1, TARGET IS
tel,), while ausermightlook for TELs by subscribingwith the attribute (TARGET EQ tel), or it mightlook
for arything in a particularregion with (TARGET EQ_ANY, LAT GE 30, LAT LE 31,LON GE 104,LON
LE 104.5).

Filters,describedaterin Section2.4,useone-way matchingonly. In this case the matchingprocedure
doesnot comparenon-ISoperatorsn the secondsetof attributesagainstS operatorsn thefirst set.
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2.3 Matching functions

This versionof the API includesseveral functionsthat performmatching.Eventhoughthesefunctionsare
nottypically neededy applicationswe documenthemhere. They aremembersf the NRAttribute class
andtheir prototypesareasfollows:

bool isEQ NRAttribute *attr);
bool isGI(NRAttribute *attr);
bool isGE(NRAttribute *attr);
bool isNE(NRAttribute *attr);
bool isLT(NRAttribute *attr);
bool isLE(NRAttribute *attr);

All theabove functionsassumehatboth attributeshave the samekey andtype. An exampleof the use
of thesefunctionsis shavn belaw:

NRAttribute *latl = LatitudeAttr.make(NRAttribute:: 1S, 45.1);
NRAttribute *lat2 = LatitudeAttr.make(NRAttribute:: 1S, 38.3);

bool flag = |l at1->isGI(lat 2);
/[l flag is true !

2.4 Filter API

Filters areapplication-specificodethat runsin the network to accomplishapplication-specifiprocessing
like aggreation, caching,etc. With the Filter API, applicationscanspecifya setof attributesalongwith
a callback. This causediffusion to sendincoming messagesatchingthoseattributesto the application
callback.Filtersareaspecialcaseof the matchingrules. Whenmatchingfilters againsincomingmessages,
thematchis doneone-way only. Only operatorsn thefilter have to besatisfiedn orderto beamatch.Note
thatif afilter istoogeneric,t will possiblyreceve messagefom otherapplicationdoo. For instanceif the
only attribute specifieds CLASS KEY EQINTEREST.CLASS, all interestmessageBom all applications
will beforwardedto this callback.

Whensettingup afilter, the applicationhasto specifyits priority. Thisis usedto definethe orderfilters
will becalledwhenmultiple filters matchthesamencomingmessageHighernumbersarecalledfirst. This
numbershouldbediscussedvith otherdevelopersto avoid problems.

If thereis a match,theincomingmessagevill be forwardedto the callbackin the form of a Message
structure(describedater in the Interfacessection). The messagestructureallows the callbackto access
informationthat would otherwisebe hidden. This informationinclude messagéast hop, which contains
eitherarandomid for eachneighbor(thatis picked uponstartup andchangedberiodically)or the constant
LOCALHOST_ADDR, indicatingthatthe messageriginatedfrom alocal application.

Thefilter callbackhave control of this messagewhich canbe forwarded,changedandthenforwarded
or discardedPleaseeferto sectionss.3and5.4 for adetaileddescriptionon how to do this.

24.1 Message Flow with the Filter API

This sectiondescribeghe messagdiow in DirectedDiffusion whenusingthe Filter API. The numbersin
thetext correspondo thenumberdn figure 1, whichillustratesthe messagdow.
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Figurel: Messagd-low in DirectedDiffusion

Messagesrriving at the DirectedDiffusion Core moduleusuallycomefrom eitherthe network (1) or
fromlocalapplicationq3), whichusethepublish/subscribeend interfaceto sendnterestanddatamessages
to thenetwork.

Everyincomingmessagés matchedagainstall registeredfilters (seesection5.1 for a detaileddescrip-
tion on how to addafilter). Theresultis alist orderedoy filter priority containingall filters thatresultedn
asuccessfuinatch.

Assumingthatbothfilters F1andF2 onfigure 1 matchtheincomingmessagandP(F1)> P(F2),where
P(X) is the priority of filter X, Diffusionwill forwardtheincomingmessagé¢o filter F1 (4) sinceit hasthe
highestpriority.

After processinghe messagefilter F1 canreturnthe messagdo Directed Diffusion (5) by calling
SendMessag®Next (seesection5.4). Notethatthefilter canreturnthe samemessagé recevedfrom Dif-
fusion,a modifiedmessagea completenev messagemultiple messagegby calling SendMessag@Next
morethanonetime) or even no messagegby returningfrom the callbackwithout calling SendMessage-
ToNext). DirectedDiffusionwill matchreturnedmessageagainstall registeredfilters againandcreatea
new list of filters (notethatbecauséilter F1 canchangeghemessager sendnenv messageshelist of filters
matchingreturnedmessagesanbedifferentthantheoriginallist). If filter F1is still presenpnthislist, the
messagés sentto the filter comingimmediatelyafter F1 in thelist (in our case filter F2 will receve the
messag€6)). If thefilter F1is notpresenbnthis new list, thefirst filter onthelist will receve themessage.
If thereareno otherfilters afterF1,the messagevill be simply discarded.

Filterscansendmessagedirectly to the network (e.g. (5), then(8)) or to alocal application(e.g. (5),
then(2)) by calling SendMessagéseesection5.3 for moreinformation). In this case otherfilters will not
receve themessage.

3 Interfaces

Following is adescriptionof eachof the methodghatarepartof the network routing API class.

3.1 Initialization

To initialize the NR class,thereis a C++ factorycalledNR::createNR(that will createthe NR classand
returnapointerto it.

The prototypeof the functionis asfollows:
static NR * NR :createNR();

createNR()s amethodratherthana constructosothatit canactuallycreatea specificsubclas®f class
NR (onefor MIT andonefor ISI-W). It will createary threadsneededo insurecallbackshappen.
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3.2 Subscribe

The applicationdeclarednterestin via the NR::subscribénterface. This function acceptsa list of interest
attributesandusesthis informationto routedatato the necessarmodes.

The prototypeof the functionis asfollows:
handl e NR: : subscri be(NRAttrVec *subscri beAttrs, const NR :Callback *

e subscribeAttrds a pointerto a STL vector containingthe elementsthat describethe subscription
information(seenotesabove aboutthe classtype).

¢ cbindicategheclassthatcontaingheimplementatiorof themethodto be calledwhenincomingdata

(or taskinginformation)matcheshatsubscription.The classinheritsfrom thefollowing abstracbase
class:

class Call back {
publ i c:

virtual void recv(NRAttrVec *data, handle h) = 0;
1

After subscriptionsare diffusedthroughoutthe network, dataarrives at the subscribingnode. The
recv() method(implementedy the application)is calledwhenincomingmatchingdataarrivesatthe
network routing level. This methodis usedto passthe incomingdataandtaskinginformationup to
thecaller Seesection3.7 for moredetailaboutcallbacks.

Subscribereturnsa handle(which is an identifier of the interestdeclaration/subsgafion). This han-
dle canbe usedfor a later unsubscribe(xall. If thereis anerrorin the subscriptioncall (basedon local
information,notthe propagatiorof theinterest) thenavalueof —1 will bereturnedasthe handle.

Note thatthe conditionthat no datamatcheghe attributesis not consideredn error condition—if the
applicationrequiresor expectsdatato be published application-lgel proceduresnustdetermineconditions
that might causeno datato appear (As oneexample,if the goalis to contacta few nearbysensorsthe

applicationmight startwith a small region aroundit andexpandor contractthatregion until the expected
numberof sensorseply.)

Subscribesireusedto getbothdataandto find outaboutsubscriptiongrom othernodes.To getdata,(if
you're a datasink) subscribewith CLASSKEY IS INTEREST.CLASS. This subscriptionwill propagate
throughthenetwork andthe callbackwill eventuallytriggerwhenmatchingdatareturns.

To find out aboutinterests(if you're a sensoror datasource),subscribeincluding CLASSKEY EQ
INTEREST.CLASS.Thecallbackyou provide will becalledfor eachnew subscription(with CLASS KEY
IS INTEREST.CLASS).In orderto alsofind out wheneer a subscriptiorgoesaway dueto unsubscriber
detectionof nodefailure (timeout),subscribancluding CLASS KEY NE DATA_CLASS. This will result
in callbackswith CLASS KEY IS DISINTEREST. CLASS. Thesecallbackswill be madeat leastoncefor

eachunigueexpressiorof interest.If multiple clientsexpressnterestin exactly thesamething, this callback
will occuratleastonce.
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3.3 Unsubscribe

The applicationindicatesthatit is no longerinterestedn a subscriptionvia the NR::unsubscribénterface.
Thisfunctionacceptasubscriptiorhandle(originally returnedoy subscribe()andremaovesthesubscription
associateavith thatpassedandle.

The prototypeof thefunctionis asfollows:
int NR :unsubscribe( handl e subscri pti on_handl e);

¢ subscriptionhandleis a handleassociatedavith the subscriptiorthatthe applicationwishesto unsub-
scribeto. It wasreturnedfrom the NR::subscribénterface.

Thereturnvalueindicatessuccess#ilure. If thereis a problemwith the handle,thenan error codeof
—1 isreturned.Otherwise) is returnedfor normaloperation.lf anunsubscribeés issuedfor a subscription
thatcontainsatask,thenthe eachnodethathasrecevedthattaskwill beinformedof theunsubscribe.

3.4 Publish

Theapplicationalsoindicateswhattype of datait hasto offer. Thisis donevia the publishfunction.
The prototypeof thefunctionis asfollows:

handl e NR: : publish(NRAttrVec *publishAttrs);
e publishAttrsis anSTL vectorof publicationdeclarations.

This function returnsa handle(which is an identifier of the publication)that will be later usedfor
unpublish(). If thereis anerrorin the publicationcall, thena valueof —1 will be returnedasthe handle.
This handleis usedaterwhenunpublishingor sendingdata.

3.5 Unpublish

Thepublishinterfacehasa matchingunpublishinterface(NR::unpublish).
The prototypeof the functionis asfollows:

int NR :unpublish(handl e publication_handle);

e publicationhandleis the handleassociatedavith the publicationthatthe applicationwishesto unpub-
lish. It wasreturnedirom the NR::publishinterface.

Thereturnvalueindicatessuccess#ilure. If thereis a problemwith the handle thenan error codeof
—1 isreturned.Otherwise() is returnfor normaloperation.



3.6 Send

After the publicationsare setup the applicationcan senddatavia the NR::sendfunction. This function
will accepta setof attributesto sendassociatedvith a publicationhandle(the handleusedin theassociated
NR::publishfunctioncall). This methoddoesnot guarantealelivery, but the systemwill make reasonable
efforts to getit to its destination.

The prototypeof the functionis asfollows:

int NR :send(handle publication_handle, NRAttrVec *sendAttrs);

e publicationhandleis thehandlethatis associatedavith the block of datathatwassent.

e sendAttrsis a pointerto a STL vector containingthe attributesto be associatedvith the send. (In
additionto thoseattributesdefinedin the original publication.)

Thereturnvalueindicatessuccesséilure. If thereis a problemwith the agumentsthenanerrorcode
of —1 is returned.Otherwise 0 is returnedfor normaloperation.If thereis currentlyno oneinterestedn
the messagéno matchingsubscription)thenit will notconsumenetwork resources.

3.7 Recv

After thesubscribds issuedirom theapplicationthread the applicationthreadcanwait for thereceptionof
informationvia theNR::Callback::recv()method.

The network routing systemwill provide a threadto make callbackshappen.Sincethereis only one
suchthreadin the system the callbackfunction shouldreturnreasonabhguickly. If the callbackneedso
do somecompute-boundr |O-boundtask,it shouldsignalanotheithread.

Theattributesrecevedin this functionshouldbetreatedasread-only The API will deletethemassoon
asthe callbackreturns. The applicationmustcopy the appropriateattribute(s)if they are needecafterthe
recvfunctionreturns.

4 Timer API

In thisversionof the APl we have includedtimersin orderto supportevent-drivenapplication.As described
below, applicationscansetuptimersto call anapplicationprovided callback. Timerscanalsobe removed
from the API's eventqueue.

4.1 Add Timer

Theapplicationcansetup atimer via the NR::addTmer interface. Thefunction callsthe provided callback
afterthe specifiedime haselapsed.

The prototypeof the functionis asfollows:
handl e addTi ner(int tinmeout, void *param TinerCall backs *cb);

¢ timeoutspecifieghetime to wait beforecalling therecvcallback(in msecs)

e paramis a pointerto ary applicationstructurethatwill be passedo therecvcallback
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¢ cb indicatesthe classthat containsthe implementatiornof the methodsto be calledwhenthe timer
expiresor whenthetimeris beingdeleted.The classinheritsfrom thefollowing abstracbaseclass:

class TinerCallbacks {

publ i c:
virtual int recv(handle hdl, void *p) = 0;
virtual void del(void *p) = 0;

b

Therecv()method(implementedy theapplication)is calledwhenthetimerexpires. Thereturnvalue
indicatedf thetimer shouldberescheduledndthenew timeout. A returnvalueof 0 indicateghatthe
applicationwantsto rescheduleéhetimer with the sametimeout(provided previously in addTimer()).
A negative returnvalueindicatesthat the timer is to be deleted(the API will call the del() method
describedelav). A positive returnvaluecauseghetimerto berescheduleavith a new timeout.

The del() method(also provided by the application)is called when a timer expires andis not re-
schedulear whenatimeris canceledy remoreTimer() (seebelaw). In this callback,theapplication
shouldtake careof freeingthe memorypointedby p.

4.2 RemoveTimer

The applicationindicatesthatit wantsto cancela pendingtimer via the NR::remaeTimer interface. This
functionacceptsa timer handle(originally returnedby addTimer()) andremovesthe timer associatedvith
thatpassedandle.

The prototypeof the functionis asfollows:
int NR :renoveTi ner( handl e tinmer_handl e);

¢ timer_handleis ahandleassociateaith thetimerthattheapplicationwishesto cancel.lt wasreturned
from the NR::addTmer interface.

Thereturnvalueindicatessuccesséilure. If thereis a problemwith the handle,thenan error codeof
—1 isreturned.Otherwise() is returnfor normaloperation.

5 Filter API

Thefollowing sectionsdescribethe interfacesfor the Filter API. 1t shouldbe usedto run applicationcode
in the network for applicationspecificprocessing.

51 Add Filter

The applicationcansetup afilter via the NR::addFilterinterface. This function acceptsa setof attributes
thatarematchedagainsincomingmessages.

The prototypeof the functionis asfollows:

handl e addFilter(NRAttrVec *filterAttrs, intle t priority,
FilterCall back *chb);
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o filterAttrs is a pointerto a STL vector containingthe attributes of this filter. Note that for filters,
matchingis performedone-way (messagebave to matchthe operatorspecifiedn thefilter).

e priority is thefilter priority (larger numbersare calledbeforesmallerones). This numberhasto be
agreedwith otherapplicationdevelopers.

¢ cbindicatesthe classthatcontainstheimplementatiorof the methodto be calledwhenanincoming
messagenatcheghefilter. Theclassinheritsfrom thefollowing abstracbaseclass:

class FilterCall back {
publ i c:
virtual void recv(Mssage *nsg, handle h) = 0;

H

The handleh is the samehandlereturnedby addFilter()andthe msgpointsto a messagelasscon-
taining the messagehat was matchedagainstthefilter’s attributes. The messagelassis definedas
follows:

cl ass Message {
publ i c:
/1 Read directly fromthe packet header
/1 (other internal fields onmitted here)
int32_t next_hop; // Message next hop. Can be BROADCAST_ADDR i f
/1 a neighbor node sent it to broadcast,
/1 LOCALHOST _ADDR if it canme froma |ocal application
/1 or it can be this node’s IDif the nmessage was sent
/1 by a neighbor to this node only.
int32_t last_hop; // Can be either a neighbor’s ID or LOCALHOST_ADDR, if
/1l the nessage cones froma | ocal application.

/1 (raw packet is also available for internal use)

/1 O her flags
bool new nessage;

/] Message attributes
NRAttrVec *nmsg_attr_vec;

H

AddFilter returnsa handle(which is an identifier of the filter). This handlecan be usedfor a later
removeFilter() call. If thereis anerrorin the addFilter()call, thena valueof —1 will bereturnedasthe
handle.

5.2 Remove Filter

The applicationindicatesthatit is no longerinterestedn a filter via the NR::removeFilter interface. This
function acceptsa filter handle(originally returnedby addFilter())and remaovesthe filter associatedvith
thatpassedandle.

The prototypeof thefunctionis asfollows:
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int NR:renmoveFilter(handle filter_handle);

¢ filter_handleis ahandleassociatedvith thefilter thattheapplicatiorwishesto remove. It wasreturned
from the NR::addFilterinterface.

Thereturnvalueindicatessuccess#ilure. If thereis a problemwith the handle thenan error codeof
—1 isreturned.Otherwise() is returnfor normaloperation.

5.3 Send Message

The applicationcan sendary message$rom within a filter directly to the network/otheragentsvia the
NR::sendMessagaterface.

voi d sendMessage( Message *nsg, handle h, intl6_t agent _id = 0);

e Mmsgis apointerto the messagé¢he applicationwantsto send.
¢ histhehandlerecevedfrom addFilter

e agentid canspecifytheapplication(in thesamenode)thatshouldreceve themessagéif noagentid
is specifiedthe messagés sentto thenodespecifiedn msg-=>next_hop).

5.4 Send Messageto Next

A filter callbackcanusetheNR::sendMessageNext interfaceto sendamessagéeitherthemessageassed
with the callbackor ary other messagejo the next filter (the filter whosepriority comesright after the
currentfilter’s priority). An exampleof thisis presentedaterin this documentvherea’logging’ filter with
a high priority recevesall messagebeforeary otherfilter andthenpasseshe samemessagéunmodified)
to the next filter (thusbeingtransparento otherfilters).

voi d sendMessageToNext (Message *nsg, handl e h);

e MSsgis apointerto the messagéeingsent.

e histhecurrentfilter handle.

Thisfunctionshouldonly be usedfrom within afilter callbacksinceit requiresthe currentfilter handle.

6 Publish/Subscribe APl Walk Through

Thiswalkthroughconsidersata high-level, whathappensn the network whenanusernodeis interestedn
aspecifictamget.

A usemode(say NodeA) wantsinformationaboutT ELsandexpressethisinteresty callingNR::subscribe
with thefollowing attributes:
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CLASS_KEY | S | NTEREST_CLASS
SCOPE_KEY | S GLOBAL_SCOPE
LONG TUDE_KEY GE 10

LONG TUDE_KEY LE 50

LATI TUDE_KEY CE 20

LATI TUDE_KEY LE 40
TASK_FREQUENCY_KEY IS 500
device_type EQ seismc
TARGET_KEY | S TEL
TARGET_RANGE_KEY LE 50

CONFI DENCE_KEY EQ ANY *
TASK_NAME _KEY | S detect _track
TASK _QUERY_DETAIL_KEY IS [query_byte code]

NotethedistinctionbetweerlS which specifiesaknovn valueandEQ, which specifiesarequiredmatch.
All of the comparisongare currently ANDed together The query parameterghat interactwith network
routing (for example,lat/lon) mustbe expressedsattributes,but someother parametersnay appearonly
in application-spetic fields (suchasthe query byte codein this example).

NR::subscribeeturnsright away with a handlefor theinterest.Becausehis interesthasa globalscope,
network routingforwardsit to the neighboringnodesthatproceedusingthe pre-definedules.

Nodeswith sensor(s}ell network routing aboutthe type of datathey have availableby publishing.An
applicationonanode(say NodeB) would call NR::publishwith thefollowing attributes:

CLASS_KEY | S DATA CLASS
SCOPE_KEY | S NODE_LOCAL_SCCPE
LONG TUDE_KEY 1S 10

LATI TUDE_KEY | S 20

TASK_NAME _KEY | S det ect Track
TARGET_RANGE_KEY | S 40

device type IS seismc

After receving the handle,the applicationcan start sendingdatawith the NR::sendcommand. For
example, eachdetectionit might invoke send()with the attribute (CONFIDENCEKEY IS .8) andthen
handlefrom the publishcommand. This attribute (CONFIDENCEKEY) would be associatedvith the
otherattributesassociatewith publishhandleandeventuallydeliveredto anyonewith amatchingsubscribe.
Initially, sincethenodehasno matchinginterestthedatawill not propagatdo othernodes.Wheninterests
arrive, datawill begin to propagate.

In somecasesthe applicationmay wait to startsensinguntil it hasbeentasled, eitherto avoid doing
unnecessarwork, or to usethe parametersn the interestto influencewhatit looksfor. In this case the
sensowould getthetaskby subscribingo interestsvith NR::subscribeindthefollowing attributes:

CLASS_KEY NE DATA CLASS
SCOPE_KEY | S NODE_LOCAL_SCOPE
LONG TUDE_KEY 1S 10

LATI TUDE_KEY | S 20

TASK_NAME _KEY | S det ect Track
TARGET_RANGE_KEY | S 40
device_type IS seismc
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(The only differencein theseattributeswith the publishcall is in the CLASS key andoperatoy) The
callbackassociatedvith this subscribewill thenbe called eachtime a new subscriptionarrives or goes
away. Arrivals will have CLASSKEY IS INTEREST.CLASS, unsubscribesvill have CLASSKEY IS
DISINTERESTCLASS.)

7 API Usage Examples

Step 1: Initialization of Network Routing

{
/[l This code is in the initialization routine of the
/1 network routing client.
/[l Create an NR instance. This will create the NR instance
/1l and return a pointer to that instance. This
/1 will only be created once per node. Save this sonmewhere
/1l where it can be used from wherever data needs to be sent.
NR *dr;
dr = NR :createNR();
/1 Setup the publications and subscriptions for this NR client.
/1 Note the details of the following calls are found in step 3
set upPubl i cati onsOnSensor Node(dr);
set upSubscri pti onsOnSensor Node(dr);
[/ Do any other initialization stuff here...
}

Step 2: Create callbacks for incoming data/subscriptions

/1 In a header file sonewhere in the client setup two call back
/1l classes. One to handle incom ng data and the other to handl e
/1 incom ng subscriptions/tasking.

cl ass DataReceive : public NR:Callback {
publi c:
void recv(NRAttrVec *dat a,
NR: : handl e h);
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s

cl ass Taski ngReceive : public NR :Callback {
publi c:
void recv(NRAttrVec *dat a,
NR: : handl e h);

Hs

[l In the appropriate C++ file, define the follow ng nethods
voi d Dat aReceive: :recv(NRAttrVec *dat a,
NR: : handl e h)
{
[/l called every tine there is new dat a.
/1 handle it.

}

voi d Taski ngRecei ve::recv(NRAttrVec *dat a,
NR: : handl e h)

{
}

/1 Handl e i ncom ng tasking.

Step 3: Setup publications and subscriptions

voi d setupPublicati onsOnSensor Node(NR *dr)

{
/1l Setup a publication with 4 attributes.

NRAttrVec attrs;

attrs. push_back(NRC assAttr.make(NRAttri bute:: 1S,
NRAt t ri but e: : DATA _CLASS) ) ;
attrs. push_back(DeviceAttr. make(NRAttribute:: IS,
"seismc");
attrs. push_back(LatitudeAttr. make(NRAttri bute:: IS, 54.78));
attrs. push_back(Longi tudeAttr. make(NRAttri bute:: 1S, 87.32));

/1 publish these attributes save the pub_handl e
/1 somewhere like in the private data.
pub_handl e = dr->publish(&ttrs);

/!l Delete the attributes (they have been copi ed by publish)
ClearAttrs(&attrs);

if (pub_handle == -1)
{

}

/1 ERROR
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}

/1 create two subscriptions (one for the sensor node and the
/1 other for the user node.

voi d setupSubscri ptionsOnSensor Node( NR *dr)

{
/1 (1) the first subscription indicates that | aminterested in
/1 receiving tasking subscriptions for this node.
/1
/1 Each of the subscriptions will have its own call back
/1l to separate incom ng subscriptions and inconi ng data.
// kkkkkkkhkkkkikhkkkikkk k%
/1 SUBSCRI PTI ON #1: First setup the subscription for
/] tasking interests...
NRAttrVec attrs;
attrs. push_back(NRC assAttr. make(NRAttri but e:: EQ
NRAt t ri but e: : | NTEREST_CLASS) ) ;
attrs. push_back(DeviceAttr. make(NRAttri bute:: EQ ANY, "");
/]l Create the callback class that will be used to
/1 handl e subscriptions that match this subscription.
Taski ngReceive * tr = new Taski ngRecei ve();
/1 subscribe and save the handl e somewhere
/[l like in the private data.
task_sub_handl e = dr->subscri be(&attrs, tr);
/1l Delete the attributes (they have been copi ed by publish)
ClearAttrs(&attrs);
if (task_sub_handle == -1)
{
/1 ERRCR
}
}
voi d setupSubscripti onsOnUser Node( NR *dr)
{

/1 (2) the second subscription indicates that | aminterested in
/1 nodes that have seismic sensors in a particular region

/1 and have

/1 themrun a task call detectTel (with sone specific query

/1 byte code attached). This task instructs the nodes to send

/] data back.

16



// kkhkkhkhkkhkhkhkkkkkkkhk k%

/1 SUBSCRI PTI ON #2: First setup the subscription for
/1 tasking subscriptions...

NRAttrVec attrs;

attrs. push_back(NRC assAttr. make(NRAttri bute:: 1S,

NRAt t ri but e:: | NTEREST_CLASS)) ;
attrs. push_back(DeviceAttr. make(NRAttribute:: 1S, "seismc");
attrs. push_back(LatitudeAttr.nake(NRAttri bute:: GE, 44.0));
attrs. push_back(LatitudeAttr. make(NRAttri bute::LE, 46.0));
attrs. push_back(Longi tudeAttr. make(NRAttri bute:: GE, 103.0));
attrs. push_back(Longi tudeAttr. make(NRAttri bute::LE, 104.0));
attrs. push_back(TaskNanmeAttr. make(NRAttri bute:: IS, "detectTel"));
attrs. push_back(TaskQueryDetail Attr. make(NRAttribute:: IS,

&query_byte_code. contents,
query_byte code.len));

/!l Create the callback class that will be used to
/1 handl e subscriptions that match this subscription.
Dat aRecei ve * drcv = new Dat aRecei ve();

/1 subscribe and save the handl e sonewhere
/[l like in the private data.
data_sub_handl e = dr->subscri be(&attrs, drcv);

/1l Delete the attributes (they have been copied by publish)
ClearAttrs(&attrs);

if (data_sub _handle == -1)
{

}

/'l ERROR

Step 4: Sending data
{

// VWhen one of the clients have data to send, then it wll use
// the NR :send nethod. Assune that there is acoustic data to
/1 send (matching the publish call above). The data is found
/[l in the variable adata with the size of adata_size.
NRAttrVec attrs;

attrs. push_back( AppBl obAttr. make(NRAttri bute:: 1S,

&adat a,
adat a_si ze));
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if (dr->send(pub_handle, &attrs) == -1)
{

}

/'l ERROR;

delete attr;

}

Step 5: Receiving data

(the ReceiveData callback is called every tine data arrives)

8 Filter APl example

In thissectionwe describeasimplemodulethatusegheFilter API to receve INTERESTmessageseceved
by datadiffusion. The modulesetsup a filter with high priority (in orderto getthe paclets beforeother
modules).After loggingtheir arrival (printing a paclet hasarrived alongwith wherethey camefrom), the
Logging modulereturnsthese(unmodified)messageto datadiffusion so othermodules/applicatiaican
receve them.

[l Step 1: Initialization

Loggi ngApp: : Loggi ngApp()

{
[/l Create Diffusion Routing class
dr = NR :createNR();
fcb = new M/Fi |l ter Recei ve;

[l Set up the filter
filterHandl e = setupFilter();
printf("Logging App received handle %d\n", filterHandle);
printf("Logging App initialized !'\n");
}

/1 In a header file, the Filter APl client setup a callback cl ass.

/1 High priority to get nessage first
#define LOGA NG APP_PRIORITY 16

class MyFilterReceive : public FilterCallback {
publi c:
voi d recv(Message *nsg, handle h);

s

18



[/l setupFilter() creates an attribute that matches all
/1 1 NTEREST nessages coming to diffusion routing

handl e Loggi ngApp: : setupFilter()

{
NRAttrVec attrs;
handl e h;
/1l This attribute matches all interest messages
attrs. push_back(NRC assAttr. make(NRAttri bute: : EQ
NRAt t ri but e: : | NTEREST_CLASS) ) ;
h = ((DiffusionRouting *)dr)->addFilter(&attrs,
LOGGE NG_APP_PRI ORI TY, fcbh);
ClearAttrs(&attrs);
return h;
}

Step 2: Handl e cal | backs
/1 Inmplement the Filter APl call back

void MyFilterReceive::recv(Message *nsg, handle h)

{
printf("Received a");
i f (nmsg->new _nmessage)
printf(" new");
el se
printf("n old ");
if (nmsg->last_hop ! = LOCALHCST ADDR)
printf ("I NTEREST nessage from node %\ n", nsg->l ast_hop);
el se
printf ("1 NTEREST nessage from agent %\ n", neg->source_port);
/1 W shouldn’t forget to send the nmessage back to diffusion routing
((Di ffusionRouting *)dr)->sendMessageToNext (nsg, h);
}
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